How To: Windows Server 2016 — Add Additional Domain Controllers to a
Domain

This document explains how to configure a standard Windows Server 2016 installation as an
additional Domain Controller in your domain. You normally want at least two domain

controllers for redundancy.

Join Server to Domain

1. Right-click the Start button, and click System.

- J

Programs and Features

Power Options

Event Viewer

I System [
Device Manaéev
Network Connections

Disk Management
Computer Management

Command Prompt

Command Prompt (Admin) i

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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2. Click Change settings.

¥

Recycle Bin

3 system
A EA 5 Control Panel > System and Security > System

Control Panel Home : . :
View basic information about your computer

® Device Manager Windows edition
® Remote settings Windows Server 2016 Standard

§ Advanced system settings © 2016 Microsoft Corporation. All rights . Windows Server' 2016
reserved.

System
Processor: Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz (2 processors)
Installed memory (RAM): ~ 8.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: erdc02

Full computer name: erdc02

Computer description:

Workgroup: WORKGROUP [N

Windows activation
Windows is not activated. Read the Microsoft are License Terms

Product ID: 00377-60000-00000-AA934

Security and Maintenance
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System Properties
Computer Name  Hardware Advanced Remote

\;] Windows uses the following information to identify your computer
on the network ecurity > System

Computer description:

For example: "IIS Production Server” or formation about your computer
"Accounting Server”

Full computer name endc02

Workgroup WORKGROUP fver 2016 Standard
psoft Corporation. All rights . Windows Server 2016

To rename this computer or change its domain or
workgroup, click Change:

Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz (2 processors)
8.00 GB
64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

. domain, and workgroup settings
me: erdc02 Qo

Er name: erdc02

curmputeruescription:
Workgroup: WORKGROUP

Windows activation

Windows is not activated. Re:

Product ID: 00377-60000-00000-AA934

Security and Maintenance
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4. Inthe Member of section, choose Domain, enter the name of the domain you want to join,

and click OK.

Computer Name/Domain Changes

You can change the name and the membership of this Eomputer
computer, Changes might affect access to network resources. jecurity > System

Computer name rformation about your computer

erdc02
)

Full computer name:

ver 2
erdc02 rver 2016 Standard

osoft Corporation. All rights --_ Windows Server' 2016

(®) Domain:
[eﬂab Jan| Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz (2 processors)

mory (RAM):  8.00 GB
64-bit Operating System, x64-based processor

() Workgroup:
ch: No Pen or Touch Input is available for this Display

i, domain, and workgroup settings
ame: erdc02 $cn

ername: erdc02

cumputer uescription:

Workgroup: WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software License T

Product ID: 00377-60000-00000-AA934 @ Activate Windows

Security and Maintenance
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A T de 10/11/2017 8

ity

7 > System
Windows Security X

Computer Name/Domain Changes mation about your computer

Enter the name and password of an account with permission
to join the domain. 1016 Standard

. Windows Server' 2016

Corporation. Al rights

erlab\administrator

Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz (2 processors)

Domain: erlab (RAM):  8.00GB
[ 64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

I OK I Cancel

nain, and workgroup settings

UK Lancel erdc02 @ Chan
erdc02

WORKGROUP

Windows activation

Windows is not activated. Rea t Software License Terms

Product ID: 00377-60000-00000-AA934

Security and Maintenance
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6. On the Computer Name/Domain Changes dialog, click OK.

ity » System
You can change the name and the membership of this computer
computer. Changes might affect access to network resources.

mation about your computer
Computer name:
i 1016 Standard
:;lccoozmnmername Corporation. All rights . Windows Server 2016

ange..

Member of
(® Domain
edab Jan

J 164-based processor
W Wel to the erlab.. 5
O Workgroup ” exome tolhe’eriabilan domain |vailable for this Display

Computer Name/Domain Changes X 4600 @ 2.20GHz 2.20 GHz (2 processors)

& Change settings

WORKGROUP

Windows activation

Windows is not activated. Read the Micr, oftware License T

Product ID: 00377-60000-00000-AA934 @ Activate Windows

Security and Maintenance

9:20 AM
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ity » System
You can change the name and the membership of this tomputer
computer. Changes might affect access to network resources.

mation about your computer

Computer name:
erde)
i 1016 Standard

:;‘:D"Z"“’“e‘"a’“e Computer Name/Domain Changes Windows Server' 2016

You must restart your computer to apply

these changes
Member of @ 2.20GHz 2.20 GHz (2 processors)
(® Domain Before restarting, save any open files and close all
eriab Jan programs.
ased processor

(O Workgroup:

able for this Display

S, —
erdc02 @ Change settings

erdc02.erlab.lan

erlab.lan

Windows activation
Windows is not activated. Read the V S are License Terms

Product ID: 00377-60000-00000-AA934

Security and Maintenance

9:20 AM
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8. On the System Properties window, click Close.

LR S\ stem Properties

Computer Name  Hardware Advanced Remote
ity > System

@ Windows uses the following information to identify your computer
on the network

Computer description mation about your computer
For example: "IIS Production Server” or
"Accounting Server”

016 Standard
Corporation. Al rights . Windows Server 2016

Full computer name: erdc02 edab lan

Domain erab lan

Iz:g;rss ’2.‘.25‘&‘;?;; or change ts domain or
Intel(R) Xeon(R) CPU E5-2660 0 @ 2.20GHz 2.20 GHz (2 processors)
8.00GB

64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

ain, and workgroup settings

N erdc02 & Change settings

1. Changes will take effect after you restart this computer. 3 erdc02.erlab.lan

Close

= erlab.lan
Windows activation
Windows is not activated. Read the Mic ftware License Terms

Product ID: 00377-60000-00000-AA934

Security and Maintenance
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Recycle Bin

4 E3 5 Control Panel » System and Security » System
Control Panel Home ; g 5
View basic information about your computer
G Device Manager Windows edition

© Remote settings Windows Server 2016 Standard

& Advanced system settings -, .
Micrasoft Windows % Windows Server' 2016

You must restart your computer to apply these
changes G 22

0 GHz (2 processors)

Before restarting, save any open files and close all programs.

based processor
R
| Restart Now Restart Later able for this Display

Computer name, domain, and workgroup settings
Computer name: erdc02 (]
Full computer name: erdc02.erlab.lan
Computer description:

Workgroup: erlab.lan

Windows activation

Windows is not activated. Re Microsoft So
Product ID: 00377-60000-00000-AA934

Security and Maintenance

9:21 AM
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10. After the computer restarts, login as the Domain Administrator.

Sign in to: erlab

How do | sign in to another domain?

,O\ Administrator

P\ Other user
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Add DNS Roles

Before you promote this server to a Domain Controller, recommend adding the DNS Server
Role. You don’t have to add any Forward or Reverse Lookup Zones like you did on the first
server. The reason for that is once this server is promoted to a Domain Controller the DNS
settings will get replicated.

Here is a screenshot of DNS on my second server that shows no Forward or Reverse Lookup
Zones.

2, DNS Manager

File Action View Help
e 25 Hm
£ DNsS

v [ ERDOR2 0 Add a New Zone
Forward Lookup Zones

Reverse Lookup Z
CHERC LOPKUR.CODES The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone

Trust Points stores information about one or more contiguous DNS domains.

Cenditional Forwarders
To add a new zone, on the Action menu, click New Zone.

9:47 AM
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Add Active Directory Services Role

We are now ready to add the Active Directory Services Role. We will follow the same process
to add the Role as we did on our first domain controller. The difference will be when we do the
promotion. So | won’t show any screenshots for adding the role, but will start with the
promotion process so you can see the difference.

1. Once the Active Directory Services Role has been added, click Promote this server to a

domain controller.

Server Manager * Dashboard

_ T Add Roles and Features Wizard

= [m}]

122 Dashbq|

o % e DESTINATION SERVER
B localS{ |nstallation progress erdc02 erlalan
i All Ser
i§l AD DS View installation progress
<]
e DNS @ Feature installation s
#§ Fileang

Active Directory Domain Services

machine a domain controller.

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

_ You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
Performance Performance
BPA results BPA results

- @| FA Manage Tools  View  Help
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2. On the Deployment Configuration dialog, verify the information and click Next.

B

Server Manager * Dashboard -@ 1 ['A Manage Tooks  View

il LocalS{ |nstallation nroaress

DESTINATION SERV:
£edc? erlah lan

B Active Directory Domain Services Configuration Wizard

Deployment Configuration

gu

Deployment Configuration
Select the deployment operation

® Add a domain controller to an existing domain
7 Add a new domain to an existing forest

#§ Fileang

) Add a new forest

Specify the domain information for this operation

Domain: erlab.lan

Supply the credentials to perform this operatior

ERLAB\administrator (Current user)

More about deployment configurations

<revons [N ]

= m] X

TARGET SERVER
erdc02.erlab.lan

[ change. |

Cancel

B

Server Manager * Dashboard @1 FA Manage Tools  View  Help

Local S¢ nsta

lation proaress

DESTINATION R
2dcl? erlah lan

All Sen fE Active Directory Domain Services Configuration Wizard

DNS Domain Controller Options

Specify domain controller capabilities and site information
/| Domain Name System (DNS) server

Global Catalog (GC)

[] Read only domain controller (RODC)

Site name: Default-First-Site-Name

Type the Directory Services Restore Mode (DSRM) password

s [m] X

TARGET SERVER
erdc02.erlab.lan

Password:

Confirm password:

Lo

Hide

9:54 AM
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4. On the DNS Options dialog, click Next.

Server Manager * Dashboard @ I'A Manage Tools  View  Help

H 3 DESTINATION SERVER
I Loaal$y |nstallation nroaress S
& All Sery s Active Directory Domain Services Configuration Wizard - O 'Y
i@l ADDs
TARGET SERVER

DNS Options

o
=
ii File ang

erdc02.erlab.lan

‘ j A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Specify DNS delegation options
Update DNS delegation

More about DNS delegation

Cancel

Hide

5. On the Additional Options dialog, click Next.

Server Manager * Dashboard

= @| ['A Manage  Tools Vi

ew

i LocalS{ |nstallation nroaress DTN e

& All Serv e Active Directory Domain Services Configuration Wizard - =] X
i§ ADDS

o T SRS, 2 5 TARGET SERVER
e DNS Additional Options 0 etobln
#§ Fileang

Specify Install From Media (IFM) Options
[ Install from media
Specify additional replication options

Replicate from: Any domain controller

More about addit

<Prewous| Next > I

Cancel
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6. On the Paths dialog, click Next.

=)

Server Manager * Dashboard

v @ | VA Manage Tools View Help

B LocalS{ |nstallation oroaress

ii All Serv = Active Directory Domain Services Configuration Wizard — o x
id ADDS

2] Batlsc TARGET SERVER
LZs Paths erdc02.erlabJan
NE File ang

Database folder:
Log files folder:

SYSVOL folder:

More about Active Direct:

Specify the location of the AD DS database, log files, and SYSVOL

C:\Windows\NTDS
C:AWindows\NTDS
C:A\Windows\SYSVOL

EIEIED

Hide

N
'O
S
~+
>
™
)
)
<.
™
3
o
°
=
o
=
(7]
Q.
QL
o)
o
o
=
Q
=2
@
x
[

}'A Manage

DESTINATION SERVER

Review your selections:

onfiguration

“erlab.lan”,

Additional Options:

Review Options

Global catalog: Yes
DNS Server: Yes

Update DNS Delegation: No

additional installations

More about installation options

Site Name: Default-First-Site-Name

Read-only domain controller: No

Source domain controller: any writable domain controller

< Prev(ous‘] I Next > I

nstaliation oroaress acccl? adah tan
All Sery [ Active Directory Domain Services Configuration Wizard - [m} p <
i AD DS
. . TARGET SERVER
Review +iAnc
o DN Review Options erdc02.erlablan
®E File ang

Configure this server as an additional Active Directory domain controller for the domain

These settings can be exported to a Windows PowerShell script to automate

View script_|
N
Cancel
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8. On the Prerequisites Check dialog, click Install.

Server Manager * Dashboard @1 ['A Manage  Tools  View

i% Dashbd

H | DESTINATION SERVER

B LlocalS{ |nstallation proaress aoic atan

flF All Sery fEa Active Directory Domain Services Configuration Wizard = m} X
i§l ADDS

o B SSS oS TARGET SERVER
= DNS Prerequisites Check erdc02.erlab.lan
¥ Fileang

w
2
3
o
"
x

| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation.

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

() View results Hide
. §. Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http/
go.microsoft.com/fwlink/2Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "erlab.lan". Otherwise, no action is required.

B If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

9. The installation and promotion process begins. Once this is complete the server will
automatically restart. Once the server has rebooted, you will only be able to use a domain
account to login. The local administrator account will no longer work on this server.
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DNS Server Check

In the screenshot below, you can now see that the Forward and Reverse Lookup Zones have
been replicated to this server via Active Directory.

DNS Manager

File Action View Help

e | 27 6=

£, DNs Name Type Status DNSSEC Status

v § ErRDCO2

v (] Forward Lookup Zones
erlab.lan

J0.16.172.in-addr.arpa Active Directory-Integrated Pr... Running Not Signed

v Reverse Lookup Zones
0.16.172.in-addr.arpa
Trust Points
Conditional Forwarders

10:07 AM
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Now that Active Directory is replicating DNS Server settings, make sure to update the DNS
Server settings on your network adapter so that this server is pointing to itself.

Recycle Bin

<« Network and Internet > Network Connections v e

Qeazniza w Nicahla thic nahunrk davica Niannaca thic cannection Rename this connection

Networking

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

@ Use the following TP address:

1P address: 72,16 .0 . 12
Subnet mask: 255.255.255. 0 |

Default gateway: 172,16 . 0 . 1

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[Jvalidate settings upon exit Advanced...

Cancel
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