How To: Distributed File System

This document walks you through configuring Distributed File System (DFS). DFS allows you to
setup a DFS Namespace so that all network SMB shares share the same path regardless of what
server they are on. We will create some shares across two file servers.

We will be installing the DFS Role on our DC’s. At some point we will enable DFS-R and move
away from the SYSVOL. DFS shouldn’t add much load to your DC'’s.

Install DFS Roll

1. Onyour Domain Controller, start Server Manager and click Add roles and features.
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2. On the Before you begin dialog, click Next.

Dashboard
Local Server
All Servers
AD DS
18 pHep

DNS
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i‘i File and Storagg

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

- @l FA Manage Tools View  Help

F;_‘ Add Roles and Features Wizard

DESTINATION S!
erdcd1.erladlan

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next

N

[] Skip this page by default

3. On the Select installation type dialog, click Next.

=

Server Manager * Dashboard

% Dashboard

i Local Server
All Servers
AD DS
DHCP

DNS
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File and Storage

WELCOME TO SERVER MANAGER

[ Add Roles and Features Wizard - o X
e S - M=% . DESTINATION SERVER
Select installation type erdedterablan

Installation Type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous I I
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4. On the Select destination server dialog, click Next.

Server Manager * Dashboard }'A Manage  Tools  View  Help

WELCOME TO SERVER MANAGER

Dashboard
§ Local Server f& Add Roles and Features Wizard - a X

All Servers
DESTINATION SERVER

AD DS Select destination server erdcDedabian
DHCP
DNS

Select a server or a virtual hard disk on which to install roles and features.

File and Storagq ® Select a server from the server pool

_) Select a virtual hard disk

Server Pool
Filter: ‘ ‘
Name P Addre Operating Hide
erdc01.erlab.lan 172.160.1 Microsoft Windows Server 2016 Standard

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

4:45PM

5. Onthe Select server roles dialog, expand File and Storage Services and File and iSCSI
Services. Check DFS Namespace.

=

Server Manager * Dashboard @ VA Manage Tools  View  Help

WELCOME TO SERVER MANAGER

i localServer | & Add Roles and Features Wizard TR
& Al Servers

& + = 2 - DESTINATION SERVER
Igl ADDS Select server roles erdcd1 erlab.lan
1% DHCP

DNS Select one or more roles to install on the selected server.

o
=]
¥§ File and Storage Roles Description

DFS Namespaces enables you to
group shared folders located on
different servers into one or more
logically structured namespaces.

[] Active Directory Certificate Services

/| Active Directory Domain Services (Installed)
[C] Active Directory Federation Services

[C] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[] Device Health Attestation a single shared folder with a series
Z| DHCP Server (Installed) of subfolders. However, the

7| DNS Server (Installed) underlying structure of the

Ll FoxServer namespace can consist of numerous
shared folders located on different
servers and in multiple sites.

Each namespace appears o users as

Hide

[®] File and Storage Services (2 of 12 installed)
4 [m] File and iSCSI Services (1 of 11 installed)
| File Server (Installed)
[[] BranchCache for Network Files

[ File Server Resource Manager
[ File Server VSS Agent Service N
1 iSCS! Tarqet Server

Cancel
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6. On the Add features that are required for DFS Namespaces dialog, click Add Features.

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS

File and Storage

Server Manager * Dashboard

E‘,‘

Select server roles

WELCOME TO SERVER MANAGER

v @ | VA Manage  Tools View Help

DESTINATION S R

B

Add Roles and Features Wizard

Add features that are required for DFS Namespaces?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 File Services Tools
[Tools] DFS Management Tools

[¥] Include management tools (if applicable)

l Add Features Cancel

N

erdcd1.zrablan
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Cancel

Hide

7. Onthe Select server roles dialog, click Next.

Server Manager * Dashboard

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS

18
2
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File and Storagg

WELCOME TO SERVER MANAGER

E_‘. Add Roles and Features Wizard

Se

ect server roles

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services
V! Active Directory Domain Services (Installed)
[[] Active Directory Federation Services
[C] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[] Device Health Attestation
/| DHCP Server (Installed)
/| DNS Server (Installed)
[[] Fax Server
File and Storage Services (2 of 12 installed)
4 [m] File and iSCSI Services (1 of 11 installed)
V| File Server (Installed)
[] BranchCache for Network Files
[[] Data Deduplication
™ g
[] DFS Replication
[] File Server Resource Manager
[] File Server VSS Agent Service
[ iSCSI Taret Server

SRR

DESTINATION S
erdcd1.erlab.lan

Description

DFS Namespaces enables you to
group shared folders located on
different servers into one or more
logically structured namespaces.
Each namespace appears to users as
a single shared folder with a series
of subfolders. However, the
underlying structure of the
namespace can consist of numerous
shared folders located on different
servers and in multiple sites.

Hide
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8. On the Select features dialog, click Next.

Server Manager * Dashboard @ F'A Maige Took | View ™ el

Dashboard WELCOME TO SERVER MANAGER

Local Server fEa Add Roles and Features Wizard — o X

All Servers
= | b i o DESTINATION SERVER
AD DS Select features erdc01 eraban
i DHCP
2 DNS Select one or more features to install on the selected server.
W File and Storage Features Description
[N NET Framework 3.5 Features} NET Framework 3.5 combines the
S I (W] .NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
1 [] Background Intelligent Transfer Service (BITS) APIs with new technologies for
el ] BitLocker Drive Encryption building applications that offer
nfirmation [ BitLocker Network Unlock appealing user interfaces, protect
[J BranchCache your customers' personal identity Hide
[] Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[] Enhanced Storage

[ Failover Clustering

| Group Policy Management (Installed)
] 17O Quality of Service

] 1S Hostable Web Core

[C] Internet Printing Client

[] 1P Address Management (IPAM) Server
[C] iSNS Server service

[ LPR Port Monitor

Cancel

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server f& Add Roles and Features Wizard = o X

All Servers
ADDS Confirm insta
18 DHCP

& DNS

ii File and Storagq

DESTINATION SERVER

ation selections erdcO adabitan

To install the following roles, role services, or features on selected server, click Install.

[T Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

File and Storage Services
File and iSCS| Services Hide
DFS Namespaces

Remote Server Administration Tools
Role Administration Tools
File Services Tools
DFS Management Tools
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10. The DFS Namespace role begins the installation.

# Dashboard

Local Server
All Servers
AD DS
DHCP

DNS
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File and Storage

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

- @] FA Manage Tools View  Help

fEa Add Roles and Features Wizard

Installation progress

DESTINATION
erdcD1.erlal

View installation progress

© Featureinstallation

File and Storage Services
File and iSCSI Services
DFS Namespaces
Remote Server Administration Tools
Role Administration Tools
File Services Tools
DFS Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration

Close

Hide

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS
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&
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File and Storage

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

T Add Roles and Features Wizard

Insta

lation progress

DESTINATION S
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View installation progress

© reature installation

File and Storage Services
File and iSCSI Services
DFS Namespaces

Remote Server Administration Tools
Role Administration Tools
File Services Tools
DFS Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

1]

Export configuration settings

Hide
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12. Repeat this section on another Domain Controller so that you have high availability for your
DFS setup.

Configure DFS Namespace

1. Onyour primary DC, click Start, Windows Administrative Tools, DFS Management.

v

Recycle Bin

. Windows Accessories Windows Server

B Windows Administrative Tools

[ Active Directory Administrative C... % 2 [ =

Windows Windows
.ﬁ Active Directory Domains and Tr... Server Manager  PowerShell PowerShell ISE

2 Active Directory Module for Win...

B Active Directory Sites and Services g g e
Windows
P Active Directory Users and Com,.,  Administrativ...  Task Manager  Control Panel

a ADSI Edit

(£) Component Services EJ E‘ ™

[
Desktop... Event Viewer File Explorer

& Computer Management

BS. Defragment and Optimize Drives

‘ DFS Management q
S onee Active Directory -
Users and...
s Disk Cleanup

& ONs
B event Viewer DFS

Management
! Group Policy Management

A 5:01 PM
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2. Inthe right pane, click New Namespace...

| DFS Management

File Action View Window Help

DFS Management
%3 Namespaces
43 Replication

DFS Management

Use this snap-n to create and manage Distributed File System (DFS) namespaces and replication groups

DFS Management Tasks

Publish Data to Multiple Servers

keep the content synchronized on muttiple servers.

Collect Data for Backup Purposes

always connect to the branch server or fail overto a hub server if the branch server is unavailable
Manage Namespaces and Replication Groups

Manage existing namespaces and replication groups by adding them to the console display

w4, Add namespace to display.

& Add replication group to display

lllustration of a Namespace

Create a namespace to make shared folders located on multiple servers appear as a single tree of folders. To
increase redundancy of the folders or make them availsble to users in remote locations, use DFS Replication to

Use DFS Replication to replicate data from a server in a branch office to a server in a hub office or data center
for backup purposes. You can optionally publish the content in @ namespace to ensure that branch clients

i File Action View Window Help

= |7 H

73 DFS Management
=5 Namespaces
T Replication

Actions

DFS Management

New Replication Group...
Add Namespaces to Di...
Add Replication Group...
View

New Window from Here

Help

1 New Namespace Wizard

Namespace Server

Enter the name of the server that will host the namespace. The server you specify

Namespace Server wil be known as the namespace server

Namespace Name and Settings -
erdc0l eriablan

Namespace Type

Review Settings and Create
Namespace

Corfimmation

agement
Namespace...

Replication Group...
MNamespaces to Di...

Replication Group...

Window from Here

Starts a wizard to create a new namespace.

Distributed File System (DFS) 8
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4. Enter the name of the DFS Namespace, and click Next.

Action Window

- B

File

R

View Help

New Namespace Wizard
3 DFS Management

23 Namespaces

&Y Replication

Namespace Server
Namespace Name and Settings

Namespace Type

Review Settings and Create
Namespace

Confimation

Enter a name for the namespace. This name will appear after the server or domain
name in the namespace path, such as \\Server\Name or \\Domain\Name

If necessary, the wizard will create a shared folder on the namespace server. To
modify the settings of the shared folder. such as its local path and pemissions, click
Edit Settings

N

< Previous l Next > I Cancel

jagement
Namespace...
Replication Group...
Namespaces to Di...

Replication Group...

Window from Here

Starts a wizard to create a new namespace.

File
&=

Action

7 H 5D

View Window Help

507 PM
A~ B % 4082017

8

New Namespace Wizard
3 DFS Management

=4 Namespaces
4 Replication

Namespace Server
Namespace Name and Settings

Namespace Type

Review Settings and Create
Namespace

Confimation

Namespace Type

Select the type of namespace to create.

Domain-based namespace

A domain-based namespace is stored on one or more namespace servers and in Active Directory
Domain Services. You can increase the availability of a domain-based namespace by using
muttiple servers. When created in Windows Server 2008 mode, the namespace supports
increased scalability and access-based enumeration

Enable Windows Server 2008 mode

Preview of domain-based namespace:
\\erlab Jan'\shares

_) Stand-alone namespace

A stand-alone namespace is stored on a single namespace server. You can increase the
availabilty of a stand-alone namespace by hosting it on a failover cluster.

Preview of stand-alone namespace
\\erdc01 .edab Jan\shares

< Previous

jagement
Namespace..
Replication Group...
Namespaces to Di...

Replication Group...

Window from Here

|

Starts a wizard to create a new namespace.

Distributed File System (DFS)
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6. Review the settings, and click Create.

File Action View Window Help
e @ B
-3 DFS Management
2 Namespaces
-~ f . * .
Y Replication 2 Review gs and Create N agemen

| Namespace...

New Namespace Wizard

 Replication Group...
You selected the following settings for the new namespace. If the settings are |

Namespace Server comect, click Create to create your new namespace. To change a setting, click | Namespaces to Di...
§ b Previous, or select the appropriate page in the orientation pane.

|
| Replication Group...

Namespace Name and Settings

Namespace settings: v
Namespace Type Narooipacs |
Review Settings and Create Namespace name: \\erab lan\shares
Namespace Namespace type: Domain (Windows Server 2008 mode)
Namespace server: erdc01.edab Jan
Confirmation Root shared folder: A shared folder will be created if one does not exist
Local path of namespace shared folder: C:\DFSRoots'\shares
Pemissions for namespace shared folder: Everyone read only

Window from Here

< Previous

Starts a wizard to create a new namespace.

5:08 PM
A T % 0082017 8

7. On the Confirmation dialog, click Close.

File Action View Window Help
e« |m
=3 DFS Management
v 24 Namespaces

iy i agement
i \\erlab.lan\sH Confirmation 129
Replication G Namespace...

New Namespace Wizard

Steps: - Replication Group...
Namespace Server a YYou have successfully completed the New Namespace Wizard Namespaces to Di...

Replication Group...
Namespace Name and Settings

Tasks  Emors
Namespace Type

Window from Here
Review Settings and Create Task Status

Namespace ) Create namespace Success
Confimation

|

Starts a wizard to create a new namespace.

5:08 PM =]
10/28/2017 1
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8. You should now see the new DFS Namespace under Namespaces in the left pane.

DFS Management
o File Action View Window Help
e 2@ EE

Namespace MNamespace Servers Delegation  Search \\erlab.lan\shares

Dentries o MNew Folder..

T Nome Add Namespace Server...
Delegate Management...
Remaove Namespace fr...
View

New Window from Here

Delete

Gy Refresh

] Properties

H Hep

9. Now add your second DC as a Namespace Server. Select the new Namespace in the left
pain, click the Namespace Servers tab in the middle pane, and click Add Namespace Server

Distributed File System (DFS) 11 https://reidtech.org



in the right pane.

- DFS Management
| File Actien View Windoew Help
| > |F HE

v
Namespaua- Delegation  Search WEn LTS

1 entries w_Mew Folder...

Type Referral Status Site Path I Add Namespace Server... I

&7 Enabled Default-First-Site-Name \\ERDCD1ERLAB.LAN'shares Delegate Management...

Remove Namespace fr.
View
New Window from Here

K Delete

Add another namespace server to the selected namespace.

4 File Action View Window Help
&= 2w  HE

3 DFS Management \\erlablan\shares (Do based in Windows Server 2008 mode) e
v i Namespaces e ———
bﬁg S Tabanahare Mamespace Mamespace Servers Delegation Search \erlab.lan\shares

7% Replication 1 entries - Mew Folder...

Type Referral Status Add Namespace Server...

& Enab B LAN'shares Delegate Management...

Add Namespace Server Remove Namespace ..

Namespace: View

[¥herab fanshares Mew Window from Here

#K Delete
erdc02 b Jan| Browss...

Refresh
Path to shared folder:
"-'.eI'dCDZ.EHabJan'\ShEFES Properties

Help

To modify the settings of the shared folder, such as its local path and shared
folder permissions, click Edit Settings

Edt Settings N

Add another namespace server to the selected namespace.
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11. It will now check for DFS on the second DC.

4 File Action View Window Help

e 2E BE

4 DFS Management
~ i Namespaces
i \\erlab.Jan\shares
&Y Replication

Mamespace MNamespace Servers Delegation Search

1 entries

\\erlab.lan\shares (Domain-based in Windows Server 2008 mode)

Type Referral Status
= Enab*—

Path
\LEnRsn EOUAR | AN\shares

Progress
Working: Check Distributed File System service status

Path to shared folder:

[\erdc2.erab lanshares

folder permissions, click Edit Settings

Edt Settings

Cog 1

To modify the settings of the shared folder, such as its local path and shared

Add another namespace server to the selected namespace.

< DFS Management

7 File Action View Window Help

=% 25 BE

<7 DFS Management
w i Namespaces
@ \\erlab.lan\shares
%% Replication

\\erlab.lan\shares (Domain-based in Windows Server 2008 m

Mamespace Mamespace Servers  Delegation Search

2entries

Type | Referral Status Site
& Ensbled Defauit-First-Ste-Name
[ Enabled Default-First-Stte-Name

Path
"\ERDCO1.ERLAB.LAN'shares
“\ERDC02 ERLAB.LAN‘shares

Add another namespace server to the selected namespace.

Distributed File System (DFS)

13

Actions

\\erlab.lan\shares

New Folder...

Add Mamespace Server..
Delegate Management...
Remove Namespace fr...
View

New Window from Here
Delete

Refresh

Properties

Help

Actions
‘\erlab.lan'shares

Mew Folder...

Add Namespace Server..
Delegate Management...
Remove Namespace fr...
View

MNew Window from Here
Delete

Refresh

Properties

Help
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13. Login to your second DC and start DFS Management.

- |

Recycle Bin

~ |—
Windows Server

O Settings

w >

B Windows Accessories . Windows Windows
Server Manager  PowerShell PowerShell ISE

. Windows Administrative Tools

I_ﬂ Active Directory Administrative C... g E

@Bl Active Directory Domains and Tr. Task Manager  Control Panel

Active Directory Module for Win...

Active Directory Sites and Services % H

Active Directory Users and Com... Event Viewer File Explorer

ADSI Edit
Component Services
Computer Management

Defragment and Optimize Drives
DFS Management
: k

Disk Cleanup

= DFS Management
=« File  Action View Window Help
== B

% DFS Management DFS Management

W EE M

Use this snap-in to create and manage Distributed File System (DFS) namespaces and replication groups.

DFS Management Tasks

Publish Data to Multiple Servers

Create a namespace to make shared folders located on multiple servers appear as a single tree of folders. To
increase redundancy of the folders or make them available to users in remote locations, use DFS Replication to
keep the contert synchronized on muttiple servers.

Collect Data for Backup Purposes
Use DFS Replication to replicate data from a server in a branch office to a server in a hub office or data center
for backup purposes. You can optionally publish the content in a namespace to ensure that branch clients
aways connect to the branch server or fail over to a hub server if the branch server is unavailable

Manage Namespaces and Replication Groups

Manage existing namespaces and replication groups by adding them to the console diplay.

f; Add namespace to display.

& Add replication group to display:

Illustration of a Namespace

Distributed File System (DFS) 14
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Actions

DFS Management
Mew Namespace...
Mew Replication Group...
Add Mamespaces to Di..
Add Replication Group...
View
New Window from Here

Help
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Configure Folders under your DFS Namespace

1. Back on your primary DC, select the DFS Namespace in the left pane, click the Namespace
tab in the middle pane, and then click New Folder... in the right pane.

-'; DFS Management
."_ File Action View Window Help
je= | 2m BE
Vo -_Namespace Namespace Servers Delegation  Search I\\er\ab‘lan\shars

0 entries ,.; New Folder..

e | Neme Add Namespace Server...
Delegate Management...
Remove Namespace fr...
View
New Window from Here

x Delete

[d Refresh

[E] Properties

H Help

Create a new folder.
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2. Enter a name for the folder, and then click the Add button.

o4 File Action View Window Help

«=| 2@ BE
< DFS Management
v [35 Namespaces
i3 \\erlab.Jan\shares
&Y Replication

Create a new folder.

\\erlab.lan\shares (Domair d in Windows Server 2008 mode)

Namespace Namespace Servers  Delegation  Search

O entries

New Folder
Type Nal

I lsa-users i

Preview of namespace:

[1seriab Jan'shares lsausers

Falder targets:

Actions

W\erlab.lan\shares

o5 New Folder..
Add Namespace Server...
Delegate Management...
Remove Namespace fr.
View
New Window from Here

{ Delete

Refresh
Properties

Help

3. Enter the path to full path to your shared server (Most likely this path will point to a share

on a File Server.), then click OK.

o4 File Action View Window Help

e 2@ B

7 DFS Management
w ot Namespaces
S \\erlab.Jam\shares
Y Replication

Create a new folder.

\\erlab.lan\shares (Domain-based in Windows Server 2008 mode)

Namespace Namespace Servers Delegation  Search

O entries

Type | Man

Name

|lsusers

Preview of namespace

[1reriab Jan'shares'lsa- users

Folder targets:

Add Folder Target

&

Verfs01 erab Jan\lsa-users|

mple: \\Server\Shared Folder\Folder

&
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Verlab.lan\shares

a1 Mew Folder...
Add Namespace Server..
Delegate Management...
Remove Namespace fr...
View
New Window from Here
Delete
Refresh
Properties

Help
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4 File Action View Window Help

e 2E BE

4 DFS Management
~ i Namespaces

i \\erlab.Jan\shares

&Y Replication

\\erlab.lan\shares (Domain-based in Windows Server 2008 mode)

Namespace  Namespace Servers Delegation

0 entries

4. On the New Folder dialog, click OK.

Search

Type

Ma

New Folder

Name:

‘Isausers

Preview of namespace:

‘ \eriab Jan‘shares\lsa-users

Actions

\\erlab.lan\shares

New Folder...

Add Mamespace Server..
Delegate Management...
Remove Namespace fr...
View

New Window from Here

Folder targets:
Verfs01 erfab Jan'lsa-users

Delete

Refresh
Praperties
Help

Create a new folder.

74 DFS Management
o= File  Action View Window Help
e 7 B

% DFS Management
~ 4 Namespaces
it Werlab.lan\shares
&Y Replication 1 erttries S New Folder..

\\erlab.lan\shares (Domain-based in Windows Server 2008 mode) Actions

Nemespace  Mamespace Servers Delsgation  Search \ierlab.lan\shares

Type Mame Add Namespace Server...

55 lsausers Delegate Management...
Remove Mamespace fr.
View

New Window from Here
Delete

Refresh

Properties

Help

Create a new folder,
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6. Add additional Folders as needed.

% DFS Management

s File  Action  View Window Help
Lk ARN ] N 7 MisE

<% DFS Management \\erlab.lan\shares (Domain-based in Windows Server 2008 mode) Actions

w i Namespaces
L ierlab.lan\shares Namespace Mamespacs Servers  Delegation  Search \\erlab.lan\shares

%Y Replication 3entries oy New Folder...

Type Name Add Namespace Server...
55 edebshare Delegate Management...
55 lsashare Remove Namespace fr..
1] lsa-users View
New Window from Here

K Delete
|Gl Refresh
[E] Properties

H Help

Create a new folder,

06 AM

2017 E'

7. Now you can have file shares spread across multiple servers, but map them using a similar
path and not have to remember what server a share is on.
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