How To: Windows Server 2016 — Configure DNS, DHCP, and Active Directory

This document explains how to configure a standard Windows Server 2016 installation into a
Domain Controller. This process will assume that you do not already have an existing domain.
We will start by configuring DNS and DHCP. Once those roles have been configured we will add
the Active Directory role and promote our server to the first domain controller in a new forest.

Add DHCP and DNS Roles

1. Start Server Manger by clicking Start, Server Manager.
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2. Inthe Server Manager window, click Add Roles and features.
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3. On the Before you begin dialog, click Next.

&

z View
5= Add Roles and Features Wizard

m = o DESTINATION SERVER
Before you begin erdcor
il

Before You Begin This wizard helps you install roles, role services, or features. You determine which ro‘Jes role services, or
features to install based on the c needs of your such as sharing documents, or

hosting a website.

ii Filg

To remove roles, role services, or features:

Start the Remo s and Features W
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.
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4. On the Select installation type dialog, click Next.

DESTINATION SERVER

t installation type ardeon

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD)

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.
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DESTINATION SERVER

) server erdc01

Select a server or a virtual hard disk on which to install roles and features,

® Select a server from the server pool

_) Select a virtual hard disk

Server Pool
Filter: |
P Address Operating System
erdc01 172.16.0.11 Microsoft Windows Server 2016 Standard

»

Ly

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous

1 Computer(s) found

Performance Services
BPA results Performance
BPA results
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6. On the Select server roles dialog, check DHCP Server.

Server Manager * Dashboard

i WELCOME TO SERVER MANAGER

Ii2 Dashboard

@1 F

Manage  Tools

i Llocal Server | f Add Roles and Features Wizard
All Servers

H§ Fileand Storags  Select server roles

Select one or more roles to install on the selected server.

Roles

O

[[] Active Directory Domain Services

[[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
ttestation

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[J Hyper-v

[] MultiPoint Services

] Network Policy and Access Services
[C] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[[] Volume Activation Services

[] Web Server (1IS)

[C] Windows Deployment Services

DESTINATION SERVER
erdc01

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

Cancel

i Local Server [
All Servers

WE File and Storage SE"EC: server rola(

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage  Tools

DESTINATION SERVER
erdcd1

[ Add Roles and Features Wizard

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not

_ have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

X
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ic Host Configuration
| (DHCP) Server enables you
rally configure, manage, and
temporary IP addresses and
information for client

ters.
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8. Back on the Select server roles dialog, check DNS Server.

Server Manager * Dashboard

@1 F

Manage Tools

View

Dashboard

WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

[ Add Roles and Features Wizard

W§ File and Storage Select server roles

Select one or more roles to install on the selected server.
Roles

[ Active Directory Certificate Services

[ Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
Device Health Attestation

[W] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-V

[ MultiPoint Services

[ Network Policy and Access Services
[J Print and Document Services

[ Remote Access

[] Remote Desktop Services

[] Wolume Activation Services

] Web Server {IIS)

[] Windows Deployment Services

DESTINATION SERVER

erdcd1

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers,

Hide
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Dashboard

Local Server [

All Servers

HE-

File and Storage
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Select server roles

Manage  Tools

DESTINATION SERVER

[z, Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

erdcdi
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e when it is installed on the
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10. On the Select server roles dialog, click Next.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

% Dashboard

-@1F

Manage Tools

View

§ Local Server fa Add Roles and Features Wizard

All Servers

HS Fileand Storags  Select server roles

Select one or more roles to install on the selected server.
Roles

[[] Active Directory Certificate Services

[C] Active Directory Domain Services

[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation

[V] DHCP Server

RN Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[ Hyper-v

[C] MultiPoint Services

[C] Network Policy and Access Services

[[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[[] Volume Activation Services

] Web Server (i1S)

[] Windows Deployment Services

s I Next > I

DESTINATION SERVER
erdc01

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to J}k together.

Cancel

Hide

11. On the Select features dialog, click Next.

B

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

-@1F

Manage  Tools

View

Local Server f Add Roles and Features Wizard

All Servers

AR -

Fileand Storage  Select features

Select one or more features to install on the selected server.
Features

v O
i (W] .NET Framework 4.6 Features (2 of 7 installed)
i [J Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Network Unlock
[ BranchCache
[ Client for NFS
[] Containers
[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
[ 1/0 Quality of Service
[C] 1S Hostable Web Core
[] Internet Printing Client
[] IP Address Management (IPAM) Server
[C] iSNS Server service
["1 LPR Port Monitor
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NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.
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12. On the DHCP Server dialog, click Next.
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Server Manager * Dashboard

Dashboard

Manage  Tools
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WELCOME TO SERVER MANAGER

§ Local Server | & Add Roles and Features Wizard
& All Servers

3 File and Storagg

DHCP Server

DESTINATION SERVER
erdc01

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

N
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Dashboard

Server Manager * Dashboard

WELCOME TO SERVER MANAGER
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Manage Tools

View  Help

§ Local Server & Add Roles and Features Wizard
W& All Servers
#§ File and Storagg DNS Server

DESTINATION SERVER
erdc01

Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.
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14. On the Confirm installation selections dialog, click Install.

Server Manager * Dashboard P Monsge Tools

Dashboard

Local Server

All Servers

-

File and Storageq

WELCOME TO SERVER MANAGER

View

fe Add Roles and Features Wizard - [m}

DESTINATION SERVER

Confirm installation selections erdc0n

To install the following roles, role services, or features on selected server, click Install.

[C] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
DNS Server
Remote Server Administration Tools
Confirmation
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Expor

onfiguration se
an alternate

I Install I Cancel I

Hide

15. Installation begins. This should only take a few minutes.
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Dashboard

Local Server

All Servers

HE-

File and Storagd

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

- @[ I’ﬂ Manage Tools View  Help

f Add Roles and Features Wizard = & ¥

DESTINATION SERVER

Installation progress e

View installation progress

© Feeture installation

DHCP Server

DNS Server

Remote Server Administration Tools
Role Administration Tools

DHCP Server Tools
DNS Server Toos

__ You can close this wizard without interrupting running tasks. View task progress or open this
E¥  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration s

Pre Nex Close

Hide
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16. Once installation has completed, click Close.

Dashboard

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

ew  Help
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Local Server
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DHCP
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File and Storagg
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DESTINATION SERVER
S erdcd1

View installation progress

@ Feeture installation

Configurat

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.

xport configuration settings

17. On the Server Manager window, close the window.
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Configure DNS Server

1. Click Start, expand Windows Administration Tools, DNS.
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2. Right-click your server name, and then click on Configure a DNS Server...

DNS Manager
File Action View Help
o 7 FE XKE
£, DNS
=l e | —
s [FContgure s NS semver- |
S NewZonew
Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files
Clear Cache

Launch nslookup
All Tasks
View

Delete
Refresh
Export List...

Properties

Help

1217PM
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Welcome to the Configure a DNS
Server Wizard

This wizard helps you configure a DNS server by creating
forward and reverse lookup zones and by specifying root
hints and forwarders.

To continue, dick Next.
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4. On the Select Configuration Action dialog, select Crate forward and reverse lookup zones
and click Next.

| Configure a DNS Server Wizard

Select Configuration Action
You can choose the lookup zone types that are appropriate to your network
size. Advanced administrators can configure root hints.

Select the action you would like this wizard to perform:

(O Create a forward lookup zone (recommended for small networks)
This server is authoritative for the DNS names of local resources but forwards all
other queries to an ISP or other DNS servers. The wizard will configure the root
hi 2

(®) Create forward and reverse lookup zones (recommended for large networks)
This server can be authoritative for forward and reverse lookup zones. It can be
configured to perform recursive resolution, forward queries to other DNS servers,
or both. The wizard will configure the root hints.

(O Configure root hints only (recommended for advanced users only)
The wizard will configure the root hints only. You can later configure forward and
reverse lookup zones and forwarders.

1218 PM
A B 00000 B

Configure a DNS Server Wizard

Forward Lookup Zone
You can create a forward lookup zone now or create one later by running the
New Zone Wizard in the DNS console.

A forward lookup zone translates DNS names to IP addresses and network services.
This is an essential function for most DNS servers.
Do you want to create a forward lookup zone now?

(@) Yes, create a forward lookup zone now (recommended)

(ONo, don't create a forward lookup zone now

1218 PM
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6. On the Zone Type dialog, click Next.

A

.

4

.1‘

7. On the Zone Name dialog, type a name for your zone and click Next.

Recycle

| New Zone Wizard

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(O stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50), and possbly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.

d New Zone Wizard

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

I erlab.lan !

Configure DNS, DHCP, AD
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8. On the Zone File dialog, click Next.
[ New Zone Wizad

Q Zone File ;‘

You can create a new zone file or use a file copied from another DNS server. l

| g

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(@) Create a new file with this file name:

erlab.lan.dns

(O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

<o [ vt ]

12:20 PM
N s 10/10/2017 Ez

9. On the Dynamic Update dialog, select Allow both nonsecure and secure dynamic updates
and click Next. After Active Directory has been configured we will come back and change
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the DNS configuration to allow only secure dynamic updates.

New Zone Wizard X
Dynamic Update }‘
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

This 2hon is available onlz for Acti Dlrector‘-mtegrated 20nes.
Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vuinerability because updates can be

. sccepted from untrusted sources. [\
>

(U Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back i Next > E Cancel

12:21PM
A~ B o000 B

Configure a DNS Server Wizard
Reverse Lookup Zone 5
You can create a reverse lookup zone now or create one later by running the
New Zone Wizard in the DNS console. 3

A reverse lookup zone translates IP addresses to DNS names. Reverse lookup zones
are usually necessary only if programs require this information.

Do you want to create a reverse lookup zone now?

@) Yes, create a reverse lookup zone now

(ONo, don't create a reverse lookup zone now

12:22PM
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Configure DNS, DHCP, AD 15 https://reidtech.org



11. On the Zone Type dialog, click Next.

F; New Zone Wizard

Y Zone Type

The DNS server supports various types of zones and storage.
4

Select the type of zone you want to create:

(@) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(O Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

1222 PM
N s 10/10/2017 E2

g New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(®) IPv4 Reverse Lookup Zone

(O IPv6 Reverse Lookup Zone

12:23PM
A 2 A% 401072017 5
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13. On the Reverse Lookup Zone Name dialog, enter the IP address range you will use and click
Next.

$ nacas..

F; New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

a
F
|
{
|

zone, type the network ID or the name of the zone.

e Bon of the IP addresses that {jongs to this zone. Enter the
network ID inits normal (not reversed) order.

If you use a zero in the network ID, it wil appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(O Reverse lookup zone name:

Cancel

1223 PM
A B 00000 B

New Zone Wizard
Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(@ Create a new file with this file name:

0.16.172.in-addr.arpa.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

Cancel

12224 PM
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15. On the Dynamic Update dialog, select Allow both nonsecure and secure dynamic updates
and click Next. After Active Directory has been configured we will come back and change
the DNS configuration to allow only secure dynamic updates.

| New Zone Wizard X
| -
; Dynamic Update ,‘
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic |
updates. L P

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocaur.

Select the type of dynamic updates you want to allow:

This ﬁnon is available MI‘ for Active Dwre(tor‘-«ntegramd Zones.
(®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient,
This option is a significant security vulnerabiity because updates can be
accepted from untrusted sources.

_) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

sback Sancel

1224 PM
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16. On the Forwarders dialog, click Next.

| Configure 2 DNS Server Wizard

Forwarders

answer.

<Click here to ...

(® No, it should not forward queries

root name servers.

Forwarders

Forwarders are DNS servers to which this server sends queries that it cannot
Should this DNS server forward queries?

(O Yes, it should forward queries to DNS servers with the following IP addresses:

IP Address Server FQDN validated

If this server is not configured to use forwarders, it can stil resolve names using

=N

Forwarders are DNS servers to which this server sends queries that it cannot !

answer,

Should this DNS server forward queries?
(O Yes, it should forward queries to DNS servers with the following IP addresses:

IP Address Server EODN. Lalidated

<Clickhere to ... Searching for Root Hints

(®) No, it should not forward queri

If this server is not configured
root name servers.

Q

Configure DNS, DHCP, AD
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18. On the Completion dialog, click Finish.

d Configure a DNS Server Wizard

o Completing the Configure a DNS
| Server Wizard

=2 You have successfully completed the Configure a DNS Server
3 Wizard. When you click Finish, the following settings will be

§ saved.

| & Settings:
DNS server to configure: ERDCO1
Forward lookup zone to create: erlab.lan

Configure the hosts that will use this DNS server to point to
this DNS server for name resolution, and then verify name
resolution using nslookup. If you added a new primary zone,
add resource records to it for the hosts whose names need
to be resolved by this DNS server.

To dose this wizard, dick Finish.

< Back i Finish I Cancel ‘

12:26 PM
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19. In the DNS Manager window, you can now expand your server name and both the Forward
Lookup Zones and the Reverse Lookup Zones.

PYR = DNS Manager

File Action View Help

| 2 X

£, DNs
v § ERDCO1

Name Type Data

ﬂ(same as parent folder) Start of Authority (SOA)

[1], erdc01., hostmaster.

% Forard Lookup Zones E—I(same as parent folder) Name Server (NS) erdc01.

erlab.lan
Reverse Lookup Zones
0.16.172.in-addr.arpa
Trust Points
Conditional Forwarders

12:26 PM
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20. Close DNS Manager.

File Action View Help
s 7E X
& DNS Name Type Data

v § ERDCOT [F(same as parent folder) Start of Authority (SOA)  [1], erdc01,, hostmaster.

pd Forwalril;cckup Zopes [—I (same as parent folder) Name Server (NS) erdc01,
erlab.lan

Reverse Lookup Zones
0.16.172.in-addr.arpa
Trust Points

DNS Manager

Conditional Forwarders

12:26 PM
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Configure Server to Use Itself as Primary DNS Server

1. Right-click the Network icon in the taskbar and click Open Network and Sharing Center.

<

File Action View Help
o | 257 E .= Hrom

2 DNS
v 3 ERDCO1
v Forward Lookup Zones
erlab.lan
v Reverse Lookup Zones
2 0.16.172.in-addr.arpa
1 Trust Points

Name

Conditional Forwarders

Configure DNS, DHCP, AD
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[El(same as parent folder)
[Fl(same as parent folder)

Type
Start of Authority
Name Server (NS)

(SOA)

22

Data

[1], erdcO1,, hostmaster.
erdcO1.
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2. Click Change adapter settings.

File Actior] Network and Sharing Center

= = e
i N &8 « All Control Panel ltems > Network and Sharing Center v O

% DNS

v & ERDCC  Control Panel Home
v B Fo

View your basic network information and set up connections
View your active networks

R
5 Network Access type: Internet

= settings Public network Connections: § Ethernetd

Cq
Change your networking settings
Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Diagnose and repair network problems, or get troubleshooting information.

Internet Options

Windows Firewall

12:59 PM
A B 010007 B

File Action &%

@ = &) Network Connections

£ DNs
v 3 ERDC(
v B Fo

A & « Networkand Internet > Network Connections > v

Organize v Disable this network device  Diagnose this connection  Rename this connection

Ethernetd

& Disable
Status
Diagnose

& Bridge Connections
Create Shortcut

@ Delete

G Rename

1item 1item selected

1:00PM
A~ B % 4001072017
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4. Highlight Internet Protocol Version 4 (TCP/IPv4) and click Properties.

A e
File Action &

Y

A & <« Network and Internet > Network Connections

Dicahla thic natuwarde da

D th, tion Rename this connection  »
U EthernetO Properties

Networking
Connect using
& Intel(R) 82574L Gigabit Network Connection

This connection uses the following items

| B3 Client for Microsoft Networks
¥ "B Fie and Printer Sharing for Microsoft Networks

]
hems Protocol Version 4 (TCP/IPv4) .

2. Microsoft LLDP Protocol Driver
¥| 4 Intemet Protocol Version 6 (TCP/IPvé)
<
Install
Description

Transmission Cortrol Protocol/rtemet Protocol. The defaut |\
wide area network protocol that provides communication 3
across diverse interconnected networks

Titem  1item selected

1:00 PM
A B e 000007 B

File Action i

e
= =

D:NSERDU & <« Network and Internet > Network Connections v O
v i (

Qraanize

|

Ricahla thic nabwnrk davica Niannnca thic connection Rename this connection ~ »

Networking

C

| Internet Protocol Version 4 (TCP/IPv4) Properties

General

TH  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
(O Obtain an IP address automatically
(®) Use the following IP address:

1P address:
Subnet mask: 255 . 255 . 255
Default gateway: (172,

(@ Use the following DNS server addr

Preferred DNS server:

Alternate DNS server:

[[Jvalidate settings upon exit Advanced...

1item

1:01 PM
A~ B 4% 01002017
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6. Click Close.

File Action &

i
4

A

v

o n

&/ « Network and Internet > Network Connections

bla thic natuark o n:

Networking

Connect using

Install

Description

networ

1item

File Action &f

¥ Ethernet0 Properties b

& Intel(R) 82574L Gigabit Network Connection

This connection uses the following items
Y File and Printer Sharing for Microsoft Networks
138 QoS Packet Scheduler
1. Intemet Protocol Version 4 (TCP/IPv4)
. Microsoft Network Adapter Muttiplexor Protocol
. Microsoft LLDP Protocol Driver
¥l 4 Intemet Protocol Version 6 (TCP/IPvE)

Allows your computer to access resources on a Microsoft

h tion

Uninstall

1 item selected

Rename this connection

»

1:01 PM
A B 010007 BB

P

Organize v

Ethernet0

1item 1 item selected

Configure DNS, DHCP, AD

< Network and Internet

Disable this network device

& Network Connections

> Network Connections

Diagnose this connection

25

Rename this connection »

1:01 PM
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8. Close the Network and Sharing Center window.

File Admr. .

=

£, DNS
v i ERDC(
Fo|

|
Ref

T
Cqd

Configure DNS, DHCP, AD

Network and Sharing Center

All Control Panel items > Network and Sharing Center v o

R
5 _ View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Access type: Internet
Connections: §

Network
Public network

Change advanced sharing

settings EthernetD

Change your networking settings

4G4 Setupane
-

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

connection or network

=41 Troub
)

Diagnose and repair network problems, or get troubleshooting information.

Internet Options

Windows Firewall

26
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Configure DHCP Server

1. Click Start, expand Windows Administration Tools, click DHCP.

- |

Recycle Bin

Most used Windows Server
& snipping Tool

@ eice % > E

Windows Windows
Server Manager  PowerShell PowerShell ISE

Search

Server Manager g g 2]

Windows
Settings Administrativ..  Task Manager Control Panel

Windows Accessories g EI .-'.

Windows Administrative Tools Event Viewer File Explorer

) Component Services
Computer Management
8. Defragment and Optimize Drives
pHCP |
Disk Cleanup
DNS

Event Viewer

217PM
o e M A~ B de 10/10/2017 EZ
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2. Expand the server name and IPv4. Then right-click IPv4 and click New Scope.

File Action View Help

- ml X E HmEE

4 DHCP Name
v § erdedl 3 ot
v & IPvd o
3¢ Display Statistics...

I

- New Scope...
7 |

% IPv6 New Multicast Scope...

Configure Failover..

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
Refresh

Properties

Help

Create a new scope

File Action View Help
|| Name
New Scope Wizard
3 Server Optio
Policies

. Filters
B IPv6

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distibuting IP
addresses to computers on your networ

To continue, click Next

N

Actions
erdc01

More Actions

ore Actions

Configure DNS, DHCP, AD
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4. On the Scope Name dialog, enter a name for the scope and click Next.

Recycle Bin

File Action View

o« | xnm X

S DHCP
v @ erdcoi

Help

v P4
3 Server Optiof
Policies
7| Filters
B IPv6

|7 Qs =] =

|| Name

New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network

E lerLab DHCP Pool| !

Name:

Description

fore Actions

221PM
A B e 000007 B

5. Onthe IP Address Range dialog, enter the first and last IP address in the scope, set the

subnet mask, and

e« | 2@ X

Z DHCP
v J erdean
v & lva
3 Server Optio
3 Policies
# Filters
B IPvE

Configure DNS, DHCP, AD

File Action View Help

click Next.

H B

Name

Actions

New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address 172.16 . 0 . 1

End IP address:

Configuration settings that propagate to DHCP Cli

iz |
2=

255.255.285. 0

Length:

Subret mask:

h
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6. On the Add Exclusions and Delay dialog, add any IP Addresses you want to exclude and click
Next. These addresses will not be assigned automatically to computers asking for an IP

Address.

-

Recycle Bin
B

File Action View Help
s 2EXELE B D@

& DHCP Name
v erdc0l

= New Scope Wizard
v B lPva
3 Server Optiol  Add Exclusions and Delay
3 Policies Exclusions are addresses or a range of addresses that are not distributed by the
F Filters server. A delay is the time duration by which the server will delay the transmission of a
> DHCPOFFER message
B IPv6
Type the IP address range that you want to exclude. I you want to exclude a single

address, type an address in Start P address only.
72.16.0.1to 172.16.0.50 ) s

Start IP address End IP address

Subnet delay in mill second N

o

< Back l Next > I Cancel

224PM
A~ B o000 B
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7. On the Lease Duration dialog, set the duration and click Next.

- |
Recycle Bin
7

File Action View Help

- = | X

Z DHCP
3 erdc0l
v B IPv
3 Server Optiol
Policies
¥ Filters
B IPv6

Recycle Bin

7 Jos(§ =2

Name

New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computeris
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful
Likewise. for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate

Set the duration for scope leases when distributed by this server.

Limited to

Days: Hours: Minutes:

(33 [ [+

Cancel

File Action View Help

e 2nm X

% DHCP
v 3 erdcol
v B IPva

3 Server Optiof

Policies
7| Filters
B IPv6

Configure DNS, DHCP, AD

oz B2
|| Name

New Scope Wizard
Configure DHCP Options

You have to corfigure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways). DNS servers, and WINS settings for that
scope

The settings you select here are for this scope and overide settings corfigured in the
Server Options folder for this server

Do you want to configure the DHCP options for this scope now?

% Nes, | want to configure these options now:

" No. | will configure these options later

31

ore Actions

fore Actions

225PM
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9. On the Router (Default Gateway) dialog, add the default gateway for your network and click

Next.

Recycle Bin
2

File Action View Help
s 7l &K E
% DHCP

7l ] =2

Name

v 7 erdcot
v lPva
3 Server Optiol
J] Policies
7| Filters
B IPv6

New Scope Wizard

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope

To add an IP address for a router used by clients, enter the address below

IP address:

l1721501 i

Configure DNS, DHCP, AD 32
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10. On the Domain Name and DNS Servers dialog, enter the parent domain name, verify the

- |

Recycle Bin
4
File Action View Help

| 2 FE X
¢ DHCP

DNS server address is correct, and click Next.

@Bz

Name

v § erdcol
v B P
3 Server Optiof
Policies
7| Filters
® IPv6

T
New Scope Wizard

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution

Parent domain Eeﬂablan !

To configure scope clients to use DNS servers on your network, enter the IP addresses for those

servers

Server name: IP address:

J
172.16.0.11

View Help

X

§ Server Optiol
Policies
7| Filters
® IPv6

SRENN 7 Nl =
|| Name

New Scope Wizard
WINS Servers

Computers running Windows can use WINS servers to convert NetBIOS computer
names to IP addresses

Entering server IP addresses here enables Windows clients to query WINS before they use

broadcasts to register and resolve NetBIOS names

Server name: IP address:

[
=

To change this behavior for Windows DHCP clients modify option 046, WINS/NBT Node
Type. in Scope Options.

Wore Actions

Wore Actions

Configure DNS, DHCP, AD 33
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12. On the Activate Scope dialog, click Next.

v

Recycle Bin
L3

File Action View Help

e 2R XE Q[
% DHCP
v § erdcol
v B iPvd
3 Server Optiof
Policies
7| Filters
B IPv6

7l =] =]
|| Name

New Scope Wizard

Activate Scope

Clients can obtain address leases only f a scope is activated

Do you want to activate this scope now?
@ Wes, Iwant to activate this scope now!

" No, | will activate this scope later

fore Actions

File Action View Help

e 2@ XEBz BHE E@

Name

G DHCP
v § erdcot
v B Iha
73 Server Optio
7| Policies

New Scope Wizard

# Filters
& IPvE

B ore Actions
Completing the New Scope
Wizard

You have successfully completed the New Scope wizard

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish

Configure DNS, DHCP, AD

34

2:28PM
A~ B 010007 B

https://reidtech.org



14. You should now see your new scope listed.

15. Right-click on the server name, and click Authorize.

% pHcp

File Action View Help
| 27 X
7 DHCP

v F erdcdi

@ Scope [172.16.0.0] erLab DHCP Pool
£ Address Pool
@ Address Leases
| Reservations
Scope Options
i Policies

= Server Options
| Policies
¥ Filters

B IPv6

% DHCP
File Action View Help
| 2@ XE G [ 2 Neell=]=:
@ DHCP Name
v 3 erdcl.erdab.len -
v o P Add/Remove Bindings...
i
Scope’ I}
5| Polie  Backup--
¥ Filters Restore...
B P Al Tasks ,
View n
Delete
Refresh
Export List...
Properties
Help
S >

Authorize this server in the directory

Contents of Scope
gt Address Pool
& Address Leases

| Reservations

“:Scope Optiens

2| Policies

Actions

Scope [172.16.0.0) erLab D... &

More Actions

Actions
erdeOl.erlab.lan

More Actions

»

Configure DNS, DHCP, AD
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Add Active Directory Services Role

1. Click Start, Server Manager.

v

Recycle Bin

Windows Server

Most used

DNS >

=
Windows
Server Manager PowerShell ISE

& & =

Windows
Search Administrativ... Control Panel

Snipping Tool

Paint

Server Manager

> ® m

Event Viewer File Explorer

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System
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2. On the Server Manger window, click Add roles and features.

E-_‘ Server Manager

Dashboard

Server Manager * Dashboard

-®

WELCOME TO SERVER MANAGER

| r Manage Tools View Help
A

Local Server
All Servers
DHCP

DNS

Al R

File and Storage Services P

WHAT'S NEW

LEARN MORE

o Configure this loca

server

Hide

§i DHCP

ROLES AND SERVER GROUPS

DNS 1

@ Manageability
Events
Services

Performance

BPA results

Manageability
Events
Services
Performance

BPA results

3. On the Before you begin dialog, click Next.

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

- @I FA Manage Tools  View  Help

Dashboard
i Local Server . 20 |
ii All Servers f&a Add Roles and Features Wizard
1% DHcP
& DNs Before you begin
W§ File and Storage Ser

Before You Begin

Ins 2

- o

DESTINATION SERVER
erdc01

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website.

To remove roles, role services, or features:
Start the Remove Rol

eatures

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

X

de
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4. On the Select installation type dialog, click Next.

&

Server Manager * Dashboard

v @ | }'A Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

localServer | [
All Servers fz Add Roles and Features Wizard - o X
DHCP

| . 1 . DESTINATION SERVER
DNS Select installation type erdeot
File and Storage Ser|

a o= B o

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD),
Installation Type

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

B

[ Add Reles and Features Wizard

DESTINATION SERVER

ect destination server oot

Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool
O Select a virtual hard disk

Server Pool
Filter: | || joe
Name P Address Operatin
erdc01 172.16.0.11 Microsoft Windows Server 2016 Standard

1 Computer(s) found [k

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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6. On the Select server roles dialog, check Active Directory Domain Services.

=

Server Manager * Dashboard

= ©| ['A Manage Tools View  Help

Dashboard WELCOME TO SERVER MANAGER

A=

Local Server | ———
All Servers fE Add Roles and Features Wizard o= ] X
DHCP

g DESTINATION SERVER
DNS Select server roles :

File and Storage Ser|

Select one or more roles to install on the selected server.

[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services .
[ Device Health Attestation variety of applications

/| DHCP Server (Instailed)

| DNS Server (Installed)

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] MultiPoint Services

[C] Network Policy and Access Services
[[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[[] Volume Activation Services

[] Web Server (1IS)

[] Windows Deployment Services

erdcd

Roles Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a

Cancel

7. On the Add features that are required... dialog, click Add Features.

B

Server Manager * Dashboard

- @l V Manage Tools View  Help
A

Dashboard WELCOME TO SERVER MANAGER

Ak=sR

Local Server
All Servers
DHCP

DNS

File and Storage Ser

=]

DESTINATION SERVER

Select server rolfz, addRotes and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
Server Roles following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

[V] Include management tools (if applicable)

Cancel

erdc01

X

tion

Directory Domain Services
) stores information about
on the network and makes
prmation available to users
ftwork administrators. AD DS
main controllers to give
k users access to permitted
es anywhere on the network
b a single logon process

Cancel |

ide
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8. On the Select server roles dialog, click Next.

Server Manager * Dashboard -@ | FA Mocge W Tock MV B Fito

WELCOME TO SERVER MANAGER

Dashboard
Losal Server | —

All Servers & Add Roles and Features Wizard — ] X
1% DHcP
[ S R ot - DESTINATION SERVER
&= ONS Select server roles erdcon
ii File and Storage Se

Select one or more roles to install on the selected server,

Roles Description

] Active Directory Certificate Services Active Directory Domain Services
tive Directory Domain Services} (AD DS) stores information about
[] Active Directory Federation Services objects on the network and makes
[ Active Directory Lightweight Directory Services this information available to users ;
Ds [ Active Directory Rights Management Services and network administrators. AD DS e

[] Device Health Attestation uses domain controllers to give
/| DHCP Server (Installed) network users access to permitted

) DNS Server (Installed) resources anywhere on the network

] Fax Server through a single logon process.
i W] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

[ Hyper-v

[ MuitiPoint Services

[J Network Policy and Access Services

[C] Print and Document Services

[J Remote Access [

[C] Remote Desktop Services

[] Volume Activation Services

[] Web Server (11S)

[] Windows Deployment Services

9. On the Select features dialog, click Next.

Server Manager * Dashboard -@ | FA Manage  Tools  View  Help

WELCOME TO SERVER MANAGER

Dashboard

B olocalServer |
#& All Servers = Add Roles and Features Wizard - o %
18 pHep
o DESTINATION SERVER
&= DNS erdcdi
#§ File and Storage Ser|
Select one or more features to install on the selected server.
Features Description
[N NET Framework 2.5 Feature: NET Framework 3.5 combines the
I [W] .NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
© [] Background Intelligent Transfer Service (8ITS) APIs with new technolagies for
[ BitLocker Drive Encryption building applications that offer
[ BitLocker Network Unlock appealing user interfaces, protect de
_ R [] BranchCache your customers’ personal identity
Confirmation [ Client for NFS information, enable seamless and
[] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[] Direct Play business processes.

[] Enhanced Storage

[ Failover Clustering

Group Policy Management

[ 1O Quality of Service

[] 11S Hostable Web Core

[] Internet Printing Client

[ IP Address Management (IPAM) Server

[] iSNS Server service I
[ LPR Port Monitor
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10. On the Active Directory Domain Services dialog, click Next.

=

Server Manager * Dashboard Manage  Tools
Duihbeacd WELCOME TO SERVER MANAGER
i localSever | [
All Servers & Add Roles and Features Wizard o= ] X
DHCP

- . @ . DESTINATION SERVER
DNS /e Directory Domain Services O e
File and Storage Ser|

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

AD DS * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server de

installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on to cloud and on-premises web
apps.

Connect

e N

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

B localSever |

W& All Servers = Add Roles and Features Wizard - m] X
18 DHcP

o - . 1 3 _ DESTINATION SERVER
= DNS Confirm installation selections erdc0t

iﬁ File and Storage Ser|

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directery Domain Services de
Group Palicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings k
Specify an alternate source path
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12. Installation begins.

Dashboard

B Local Server

Server Manager * Dashboard -®

Tools View

Help

| I’A Manage

WELCOME TO SERVER MANAGER

]
& All Servers [ Add Roles and Features Wizard
78 DHcP
a - - -
= DNS nstallation progress
W§ File and Storage Ser|

DESTINATION SERVER
erdcd1

View installation progress

o Feature installation
—

Installation started on erdc01

Active Directory Domain Services
Group Policy Management de
Remote Server Administration Tools
Role Administration Tocls
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

__ You can close this wizard without interrupting running tasks. View task progress or open this
BY  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Dashboard

B locelSever | (—

Server Manager * Dashboard -®

T

View Help

| FA Manage  Tools

WELCOME TO SERVER MANAGER

i
&2
[}

File and Storage Ser|

All Servers fa Add Roles and Features Wizard

AD DS

ey nstallation progress
DNS

- m] x

DESTINATION SERVER
erded1

View installation progress

o Feature installation

Configuration required. Installation succeeded

n erdc01

Active Directory Domain Services.
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

de

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

_ You can close this wizard without interrupting running tasks. View task progress or open this
B page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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14. On the Server Manager window, click AD DS.

[ Server Manager

@~  Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER
Local Server
All Servers . .
o Configure this local server
AD DS -
QUICK START
2 DNs 2 Add roles and feat
WE File and Storage Services P 3 Add other servers to manade
WHAT'S NEW
4 eate a server group
5 Connect th
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 4 Server groups: 1 | Servers total: 1
il ADDs 1 {8 DHCP 1
@ Manageability @ Manageability
Events Events %
Services Services
Performance Performance
BPA results BPA results

15. On the AD DS window, click the More... link in the yellow banner message.
=]

fa Server Manager =

@ ¥ Server Manager * AD DS

_ gl servers
I3% Dashboard . All servers | 1 tota TASKS ¥
Local Server A Configuration required for Active Directory Domain Services at ERDCO1 I More... | x

i
ii All Servers v o e ) v o
-

1% DHcP i
& DNS

¥R Fileand Storage Services P

EVENT
All events | 1 total TASKS ¥
o @ @~ =
ServerName ID  Severity Source Log Date and Time
ERDCO1 1202 Eror  DFSR  DFS Replication 10/10/2017 400:02 PM
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16. On the All Servers Task Details and Notifications dialog, click Promote this server to a
domain...

= L

[ All Servers Task Details

i sl All Servers Task Details and Notifications -
i Lo All Tasks | 1 total x
B Al | e sl @ @~ b v =

{i DH Status Task Name Stage Message Action Notifications

% D A Post-deployment Configuration Not Sta... Configuration required for Active Directory Do... | Promote this server to a domain...

ii Filg

; -
Status Notification Time Stamp

(i) Additional steps are required to make this machine a domain controller. 10/10/2017 4:00:10 PM hd

ERDCO1 1202 Error DFSR  DFS Replication 10/10/2017 4:00:02 PM
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17. On the Deployment Configuration dialog, select Add a new forest, enter the domain name
you want, and click Next.

F_, Active Directory Domain Services Configuration Wizard

- m] x
5 Day B
= K — r . TARGET SERVER
U= Deployment Configuration erdc0l .

Select the deployment operation

_) Add a domain controller to an existing domain

. exsting forest N

Specify the domain information for this operation

Additional O

o
=
i File Paths

Root domain name:

More about deployment configurations

fa Active Directory Domain Services Configuration Wizard

[m] X
. - . TARGET SERVER f
Domain Controller Options erdedl s

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016 &

Domain functional level: Windows Server 2016 w) m

DN

o B

File

Specify domain controller capabilities

+| Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM] pagword

Password

Confirm password:

More about domain controller options
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19. On the DNS Options dialog, click Change.

e Active Directory Domain Services Configuration Wizard _ O %
DNS Options TARGET SERVER =
ptions —

Specify DNS delegation options

. - Create DNS delegation
DNS Options I ot

Credentials for delegation creation

<No credentials provided> I

More about DNS delegation

< Previous Next > nstal Cancel

= Dpa / Pow
TARGET SERVER x
erdc01

i Lo¢
i Al

18 DH r Windows Security X Ltifications
2on |
W File

DNS Options

Credentials for deployment operation I atea)
Supply credentials for the deployment operation
L

e ’ administrator ‘

9

Domain: ERDCO1

I OK I Cancel

More about DNS delegation

< Previous ext > sta Cancel

4:04 PM

A s 10/10/2017 E2
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21. On DNS Options dialog, click Next.
B

i Active Directory Domain Services Configuration Wizard

DNS Options

Specify DNS delegation options

Create DNS delegation
DNS Options

Credentials for delegation creation

o
-]
iﬁ File

ERDCOTMadministrator

More about DNS delegation

TARGET SERVER
erdc0l

22. On the Additional Options dialog, click Next.

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: ERLAB

DN DN

File Additional Opt

More about additional op

TARGET SERVER
erde01

Cancel
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23. On the Paths dialog, click Next.

[ Active Directory Domain Services Configuration Wizard

Paths

Specify the location of the AD DS database, log files, and SYSVOL
C\Windows\NTDS
C:\Windows\NTDS
C:\Windows\SYSVOL

Database folder:

Log files folder:

11
& DN
ii File

SYSVOL folder:

More about Active Directory p

TARGET SERVER
erdc01

[-]
L]
(-]

24. On the Review Options dialog, click Next.

T Active Directory Domain Services Configuration Wizard

Review Options

Review your selections:

The new domain name is “erlab.lan". This is also the name of the new forest

The NetBIOS name of the domain: ERLAB

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016

Additional Options:
Global catalog: Yes

I DNS Server: Yes

Create DNS Delegation: Yes

These settings can be exported to a Windows PowerShell script to automate
additional installations

N

More about installation op!

]

TARGET SERVER
erdc01

Configure this server as the first Active Directory domain controller in a new forest.
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25. On the Prerequisites Check dialog, click Install.

TARGET SERVER x
erdc01

Prerequisites need to be validated before Active Directory Domain Services is installed on this

Rerun prer check

() View results
§. Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
Prerequisites Check o phy alg when establishing security channel sessions.
For more information about this setting, see Knowledge Base article 942564 (httpy//
go.microsoft.com/fwlink/2Linkid=104751).

© Prerequisites Check Completed I
@ Al prerequisite checks passed successfully. Click 'Install’ to begin installation. -

&, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

&

< Previous Next > | Install

26. Installation begins.

f& Active Directory Domain Services Configuration Wizard - (m]
v
) TARGET SERVER x
Installation erdc01
| — V.
S
Progress

Checking if Group Policy Management Console needs to be installed...

Installatiol

More about installation options
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27. Once the installation is complete the server will automatically restart. Once the server
comes back up it will be a full domain controller. You will login to the server using the same
username and password as before, but now the account will be a domain account rather
than a local account.

Configure Active Directory Integrated DNS

When we configured the DNS server options earlier, we set both the Forward and Reverse
Lookup Zones to support secure and nonsecure dynamic updates. Now that we have an Active
Directory Domain Controller we can configure DNS so it is Active Directory Integrated. This
allows us to change the dynamic updates to secure only.

1. Click Start, expand Windows Administrative Tools, and click DNS.

v

Recycle Bin

. WINGOWS AGMINISTrauve 1001S

Windows S
B Active Directory Administrative C.. oo oo

Active Directory Domains and Tr...

; A
Active Directory Module for Win... %l ==

Windows
PowerShell ISE

& ® =

Windows
Administrativ... Control Panel

Active Directory Sites and Services
Active Directory Users and Com...
ADS!I Edit

Component Services

Computer Management L} E‘ m
o [

Defragment and Optimize Drives
Desktop... Event Viewer File Explorer
DHCP
Disk Cleanup
DNS
Event Viewer
Group Policy Management
iSCS| Initiator

Local Security Policy

Microsoft Azure Services

WA
>
n
=2
B
@
&7
o
=
A
L]
E
=
Fie
@

7:21 AM

o € ™| A s 0 B
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2. Expand the Forward and Reverse Lookup Zones, then right-click on your Forward Lookup
zone and click Properties.

£, DNS Manager

Recycle
File Action View Help

s 25 X
% DNS Name

v § ErDcol Tl msdes
v Forward Lookup Zones j_sites

erlab.lan
Reverse Lc Update Server Data File
0.16.17 Reload
TrustPoil  New Host (A or AAAA)...
Condition
New Alias (CNAME)... Start of Authority (SOA)  [28], erdcO1.erlab.lan,, hos...
New Mail Exchanger (MX)... Name Server (NS) erdc01.erlab.lan.
New Domain... Host (A) 172.16.0.11
New Delegation... Host (A) 17218011
Other New Records...

DNSSEC
All Tasks
View
Delete
Refresh

Export List...
<

Opens the properties ¢

7:22 AM
e
= % /117207 =)

3. Click the Change button next to Type: Primary.

File Action View Help | cfiabian Properties

= = X B e Name Servers WINS Zone Transfers

® ONS General Start of Authority (SOA)

v # ERDCO1
v ] Forward Lookup Zon
erlab.lan Type: Primary
Reverse Lookup Zong
0.16.172.in-addr.a
| Trust Points

Status:  Running Pause

Conditional Forwards  7one fle name: ot crobon.
cO1.erlab.lan,, hos...

erlab.lan.dns |
b ,1 frlab.lan.

Dynamic updates: Nonsecure and secure o] Wpnt

1, Allowing nonsecure dynamic updates is a significant security ,3'”

vulnerability because updates can be accepted from untrusted
sources.

To set aging/scavenging properties, dick Aging. Aging...

7:23AM
A = 4% 401170017 B
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4. Check the box Store the zone in Active Directory (available only if DNS server is a domain
controller), and click OK.

File Action View Help

s

£ DNs
v & ERDCO1

v Forward Look:

X E Name Servers WINS Zone Transfers

General Start of Authority (SOA)

Change Zone Type

erlablan | select a zone type:

Reverse L.
1 0.16.1

Trust Points
Conditional Fi

ookd _
72.in| @ Primary zone
Stores a copy of the zone that can be updated directly.
(O Secondary zone
Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides falt tolerance.
O Stub zone
Stores a copy of a zone containing only NS, SOA, and possibly
glue A records. A server containing a stub zone is not
authoritative for that zone.

lsmre the zone in Active Directory (available only if DNS server is a domain controller) l

[N I oK ! Cancel

n
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Action  View

v § ERDCO1

5. On the DNS dialog, click Yes.

Help

Name Servers
General

v Forward Looky

erlab.lan

Select a zone type:

Reverse Looku

0.16.172.in

Trust Points

Conditional F¢

File Action View

@ =

£ DNS
v 7 ERDCO1

(@) Primary zone

WINS Zone Transfers
Start of Authority (SOA)

Stores a copy of the zone that can be updated directly.

(O Secondary zone

Stores a copy of an existing zone, This option helps balance the processing load of
primary servers and provides fauit tolerance.

(O Stub zone 3
Stores a copy of DNS
glue Arecords. A|
authoritative for

[ store the zone in

n.

Do you want this zone to become Active Directory integrated?
N
= ]

ab.lan., hos...

Help | erloblon Properties

Name Servers
General

WINS Zone Transfers
Start of Authority (SOA)

v ] Forward Lookup Zon:
erlab.lan
Reverse Lookup Zong
0.16.172.in-addr.3
Trust Points
Cenditional Forward:

Status:  Running Pause

Type: Active Directory-Integrated Change...

Repilication: All DNS servers in this domain Change...

Data is stored in Active Directory.

Dynamic updates: Secure only

i,  Allowing nonsecure dynamic’
vulnerability because updates can be accepted from untrusted
sources.

To set aging/scavenging properties, ciick Aging. Aging...

[

c01.erlab.lan,, hos...
grlab.lan.

11

.11
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7. Right-click on your Reverse Lookup zone and click Properties.

DNS Manager

File Action View Help

oo 2@ XE QS

& DNS
v § ERDCO1
v [ Forward Lookup Zones
| erlab.lan
] Reverse Lookup Zones
0.16.172.in-addr.arp>

Trust Points
Conditional Forwarder:

<

Opens the properties dialog box fo

B
Name
ﬂ(same as parent folder)
[El(same as parent folder)
1721601
El172.16051
Update Server Data File
Reload
New Pointer (PTR)...
New Alias (CNAME)...
New Delegation...
Other New Records...
DNSSEC

All Tasks
View
Delete

Refresh
Export List.

Type

Start of Authority (SOA)
Name Server (NS)
Pointer (PTR)

Pointer (PTR)

Data

[4], erdcO1.erlab.lan., host...
erdcO1l.erlab.lan.
erdc01.erlab.lan.

erLab.erlab.lan,

7:25AM
A~ B4 0112017 )

File Action View

o 25 X
% DNS
v F ErRDCO1
v (] Forward Lookup Zon{
erlab.lan
Reverse Lookup Zong
0.16.172.in-addr.3
Trust Points
Conditional Forwarde

Help

0.16.172.in-addr.arpa Properties

Name Servers
General
Status: Running

Type: Primary

Zone file name:

WINSR

Pause

Zone Transfers
Start of Authority (SOA)

£01.erlab.lan., host...
grlab.lan.

grlab.lan.

lab.lan.

0.16.172.n-addr.arpa.dns

Dynamic updates:

i, Allowing nonsecure dynamic updates is a significant security
vulnerability because updates can be accepted from untrusted

sources.

To set aging/scavenging properties, dick Aging.

Nonsecure and secure

Aging...
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~ B 40012017 )

54 https://reidtech.org



9. Check Store the zone in Active Directory (available only if DNS server is a domain controller)

and click OK.

File Action View Help

s 2m X
% DNS

Name Servers WINSR Zone Transfers
General Start of Authority (SOA)

v § ERDCO1
v Forward Look:
erlab.lan
Reverse Looky
0.16.172.in|
Trust Points
Conditional Fi

Change Zone Type b.lan., host...
h.

Select a zone type: h

(®) Primary zone
Stores a copy of the zone that can be updated directly.
(O Secondary zone
Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.
(O Stub zone
Stores a copy of a zone containing only NS, SOA, and possibly

glue A records. A server containing a stub zone is not
authoritative for that zone.

! Store the zone in Active Directory (available only if DNS server is a domain controller) ]

L

Cancel

Cancel

File Action View Help

= 27 X

2 DNS
v § ERDCO1
Forward Looke
erlab.lan
Reverse Looku
. 0.16.172.in
Trust Points
Conditional F¢

Configure DNS, DH

Name Servers WINS-R Zone Transfers

General Start of Authority (SOA)

b.lan,, host...
n.
Select a zone type: h.
(@ Primary zone
Stores a copy of the zone that can be updated directly.
(O Secondary zone

Stores a copy of an existing zone. This option helps balance the processing load of
primary servers and provides fault tolerance.

O stub zone
Stores a copy of
glue A records. A
authoritative for

DNS

Store the zone in | . Do you want this zone to become Active Directory integrated?

'3

CP, AD 55
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11. Set the Dynamic updates dropdown to Secure only and click OK.

Recycle

r
File Action View Help ‘
e 2lE XE @)

|

& DNS
v i ERDCO1
v 7 Forward Lookup Zon
erlab.lan
Reverse Lookup Zong
0.16.172.in-addr.3
Trust Points
Conditional Forward
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0.16.172.in-addr.arpa Properties

Zone Transfers
Start of Authority (SOA)

Name Servers WINSR

General

Status:  Running T

Type: Active Directory-Integrated

Replication: All DNS servers in this domain

Data is stored in Active Directory.

Dynamic updates:

Secure only v
1, Allowing nonsecure dynamic UDdates Is a significant secur

vulnerability because updates can be accepted from untrusted
sources.

To set aging/scavenging properties, dick Aging. Aging...

[

01.erlab.lan., host...
grlab.lan.
grlab.lan.

lab.lan.
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