How To: Exchange 2016 Server - Initial Configuration

Rename and move default Databases

When Exchange is installed, it will create a new database on each server. We will
keep these, but we want to rename them and move the location of the files.

1. On the Exchange 2016 server, open the Exchange Management Shell (run as
Administrator).

% Machine: erlab-exl.erlab.lan - O X

g: Help *<string>*

elp <cmdlet name> or <cmdlet name> -2

¢ <command> | Format-List

QuickRef
rlab-exl.erlab.lan.
ab-ex1.erlab.lan.
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2. Get a list of databases along with their path to the edb file and the logs using
this command: Get-MailboxDatabase | fl name,edbfilepath,logfolderpath

E‘f_}' Machine: erlab-ex1.erlab.lan - O o

Get -Command
ommand
ng:

<cmdlet name> or <cmdlet name> -?

nd: <command> | Format-List

de: QuickRef
necting erla .erlab.lan.
nected to erlab-exl.erlab.lan.

et-MailboxDatabase f1 name

3. You can see here we have two different databases (one from each server).

33 Machine: erlab-ex1.erlab.lan - ] X

: Get-Command
Get -ExCommand
1 a specific string: Help *<string>*
Help
let: Help <cmdlet name> or <cmdlet name> -2
t-ExBlog
command: <command> | Format-List

ref uide: QuickRef
onnecting erlab-exl.erlab.lan.
onnected to erlab-exl.erlab.lan.

4. Now let’s use the following command to rename the databases. You will run
this command twice, but make sure to adjust the command for the second
run. Command: Set-MailboxDatabase “Mailbox Database 1224996632” -
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Name “EXDB01”

[ Machine: erlab-ex1.erlab.lan - (] X

Get-Command
: Get-ExCommand
fi i Help *<string>*

: Help <cmdlet name> or <cmdlet name>
Get-ExBlog
3 and: <command> | Format-List

e: QuickRef
Connecting to erlab-exl.erlab.lan.
: Connected to erlab-exl.erlab.lan.

em32>

box Dat

5. If we re-run the command “Get-MailboxDatabase | fl
name,edbfilepath,logfolderpath” again we will see that the names of the
databases have been changed.

[ Machine: erlab-ex1.erlab.lan - m] X

>Set-MailboxDatabase
>Set-MailboxDatabase

6. Now we will move the location of the database and the log folder using this
command: Move-DatabasePath exdb01 -edbfilepath
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M:\DBs\EXDBO1\EXDBO1.edb -LogFolderPath L:\Logs\EXDBO1

E’.', Machine: erlab-ex1.erlab.lan

Set-MailboxDatabase
Set-MailboxDatabase

32>Get-MailboxDatabase

>Move-DatabasePath

7. You will be asked to Confirm the change, press ENTER.

B‘, Machine: erlab-ex1.erlab.lan

>Set-MailboxDatabase
Set-MailboxDatabase

>Get-MailboxDatabase fl

« Databa

M:\DBs\EXDBO1\
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8. You will be asked to Confirm again to temporarily dismount the database,
press ENTER.

[ Machine: erlab-ex1.erlab.lan - ] X

2>Set-MailboxDatabase
>Set-MailboxDatabase
2>

>Get-MailboxDatabase

2>Move-DatabasePath

No [L] No

9. In order to move the second database, you will need to repeat steps 6 —8 on
your other Exchange server.

10.0nce done, run “Get-MailboxDatabase | fl name,edbfilepath,logfolderpath”
again to verify the information is updated.

%5 Machine: erlab-ex2.erlab.lan - a X

>Get-MailboxDatabase f1 name,edb
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Configure DAG

We will now configure our Database Availabilty Group (DAG) to replicate the
databases across the Exchange servers. Before we go through the process we will
need to prep a server to be a “Witness Server”. In this lab | will be using one of

my File Servers.

1. Login to your Witness Server, and add the “Exchange Trusted Subsystem” to
the Local Administrators group.

:& 1 N

File Action View Help

e am XE = i)

3- Computer Management (Local)
v |f} System Tools
(® Task Scheduler
{8] Event Viewer
a1 Shared Folders
v g Local Users and Groups
s
| __ Groups |
Performance
A Device Manager
v &2 Storage
W Windows Server Backup
& Disk Management
T Services and Applications

9% Backup Operators

| &% Certificate Service DCOM Access
1 &% Cryptographic Operators

Description
pi Accece Coptiol Accictance Operators Members of this group can remot...
2% Administrators | Administrators have complete an...

Backup Operators can override se...
Members of this group are allowe...
Members are authorized to perfor...

Actions
Groups
More Actions
Administrators
More Actions

| &% Distributed COM Use
| &% Event Log Readers

‘ &% Guests

| &% Hyper-V Administratq
| S S_IUSRS
! & Network Configuratid
| &% Performance Log Use
| &% Performance Monitol
| &% Power Users

j &% Print Operators

| &% RDS Endpoint Servers
; &% RDS Management Se
| 8% RDS Remote Access
1 &% Remote Desktop User
| &% Remote Management
! .‘.k Replicator

| &% Storage Replica Admi
j &% System Managed Acd

| &% Users

Administrators Properties

General

% Administrators

to the computer/domain

Description: [Admimstrato«s have complete and unrestricted access

Members:

[ & Administrator

2, ERLAB\Exchange Trusted Subsystem

user logs on

B e B

Changes to a user’s group membership
are not effective until the next time the

Help
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2. Create a new Folder off the C:\ drive of your Witness Server, and share it.

== e
“ Home Share View
« v A4 e » ThisPC » Local Disk (C:) » v O Search Local Disk (C:) 2
~
MName Date modified Type Size
# Quick access
I Desktop + Logs ExWitnessServer Properties x
PeriLogs
; Downloads e Program Fills General Shanng  Securty Previous Versions Customize
= D nt -+ <
=] Pocuments Program Files (x&€) Network Fie and Folder Sharing
= Pictures * Users ExWitnessServer
— Windows Shared
ExWitnessServer Network Path:
= Shares (E) \\ERLAB-FS 1\ExWitness Server
BF Network Share.

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options

®y Advanced Sharing ..

Close Cancel Apply

Titems 1 item selected

3

3. Now login to the Exchange Admin Center.

1] CEnterprise  Office 365 EicD.Reid v 2 ~

Exchange admin center

recipients mailboxes g

DISPLAY NAME 4| MALBOXTYPE EMAIL ADDRESS

User mailbox
3il flow edreid@erlablan
Title:

Office:

Work phone:

Unified Messaging: Disabled

Enable

Mobile Devices

Enable

Disable | View details

1 selected of 1 total
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4. Click Servers, Database Availability Groups and the click the Plus button to
create a new DAG.

(] Enterprise  Office 365 Eric D. Reid v

abases | database availability groups Jvirtual directorie:

Exchange admin center

5. Enter the name of the DAG, the FQDN of the witness server, and the directory
on the witness server we created earlier. Click Save.

1) Enterprise Office 365

Exchange admin center

abases database availability groups _ virt:

al directories _certficates
_# Database Availability Group - Google Chrome - o x
N hitps://erlab-ex1 erlablan/ecp/DBMgmt/NewDAG.aspx7p.
+ e
NAME A | WITNESS SERVER e availability group
Ther
servers +

EicD.Reid v P -

Exchange 2016 8 https://reidtech.org



6. Once the DAG is created, click the Manage DAG Membership icon.

Exchange admin center

database availability groups virtual d

NAME | WITNESS SERVER MEMBER SERVERS

DAG2016 erlab 1 erlablan D

erlab-fe.erlablan

servers

1selected of 1 total

7. Click the Plus button.

Exchange admin center

ficates

3

es database availability groups  virtual d
Sk Mansge Database Avsilabiliy Group Membership - Google Chr..  — O X

A Not secure | hetps://erlab-ex1.erlab.lan/ecp/DBMgmt/ManageDAGMem

manage da vailability group r bership

A o | witness seRveR nanage dat: ailability group membershir

DAG2016 erlab-fs1.erlabJan
Add or remove servers
L] - erlab-fs1 erlablan
MEMEER SERVERS

servers

Save Cancel

1 selected of 1 total
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8. Select each server and click the Add button. Once all servers have been

added, click the OK button.

Exchange admin center

s database availability groups vir
& Man:
A Notsecure | bitp: 1.erlab.lan/ecp/DBMgmt/M. DAGMem.
+ /0B EBeS 4§ Select Server - Google Chrome. = =] X
A Notsecure | hitps://erlab-ex!.erlab.lan/ecp/Pickers/Mailbos.

- o x

NAME | veasion DATABASE

Version 15.1 (Build 1531.3)

( erlab-fs1 erlablan
Version 15.1 (Build 15313)

servers

1 selected of 2 total

1 selected of 1total

9. Click the Save button.

Exchange admin center

certificates

s database availability groups _virtua
3 Manage Database Availability Group Membership - Geogle Chr..  — 0 X

A Not secure | hitps://erlab-ex1.erlab.lan/ecp/DBMgmt/ManageDAGMem...

manage datab:

vailability group r bership
NAME | WITNESS SERVER ailability group membershif

DAG2016 erlab-fs1.erlablan

Add or remove servers
+ - erlab-fsT.erlablan

MEMBER SERVERS

servers

Canee

1 selected of 1 total
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10.The Windows Failover Clustering services will be configured on each Exchange
server. This could take a few minutes.

] Enterprise  Office 365 EicD.Reid v P v

Exchange admin center

servers

s database availability groups virtual directories ¢

4 Manage Database Availability Group Membership - Google Chr..  — O

A Not secure | htps://erlab-ex1.erlab.lan/ecp/DBMgmt/Manag:

N stop

Save Cancel

1 selected of 1 tota

11.0nce this process is complete, click Close.

] Enterprise  Office 365 EricD.Reid v ? v

Exchange admin center

& abases database availability groups virtual directories _certificates
4 Manage Database Availability Group Membership - Google Chr..  — O
A Not secure | hitpsi//erlab-ex1.erlab.lan/ecp/DBEMgmt/Manag
+/7/0 B &e
SORE e availability group membership
DAG2016 erlab-fs1.erablan
Add or remove server:
o
Mem Saving completed successfully
You've completed the operation.

servers

Exchange 2016

save Cancel

1 selected of 1 tota
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12.The new DAG is ready to be used.

Exchange admin center

databases database availability groups

+ 70k &e

NAME 4| WITNESS SERVER MEMBER SERVERS

DAG2016 erlab-fs1.erlabJan erlab-ex2 erlab-ex1

servers

Add our existing databases to the DAG

1. Click on the Databases tab.

Exchange admin center

NAME | ACTIVE ON SERVER SERVERS WITH COPIES STATUS BAD COPY COUNT
EXDBO erlab-ex! erlab-ex] Mounted 0
XDBO2 ab-ex2 erab-ex? Mounted 0

servers
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2. Select one of the databases, then click the More button (...), and click on “Add

database copy”.

Exchange admin center

databases

SERVERS WITH COPIES STATUS BAD COPY COUNT

Mounted J
erlab-ex2 erlab-ex2 Mounted (]

pies

EXDBO\erlab-ex1

Active Mounted

SENE Copy queue length: 0
Content index state: Healthy

b View details

1 seiected of 2 otal

3. Click the Browse button.

Exchange admin center

NAME A ACTIVE add m

Mailbox database name:

eriab-q

[expBor

mail fio *Specify Mailbox server

that will host the copy

Activation preference number
list, and click OK.

F v

Servers hosting a copy of this database:

13
b Healthy

servers

Mare aptions.

Save Cancel

1 selected of 2 total
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4. Select the other Exchange server, and click OK.

Exchange admin center

ase availability groups _virtual directo
& Add Ma
A Notsecure | https

/Jerlab-ext.erlablan/ecp/DBMamt/AddDatabaseCopy.aspxy =38R
4 Select Server - Google Chrome - o x

A Not secure | hetps://erlab-ex1.erlab.lan/ecp/Pickers/Mailboxs.

add mail

| VERSION DATABASE

Mailbox database name:

EXDBO1 Version 15.1 (Build 1531.3) DAG2016 is field to select the

ember on which you

ma *Specify Mailbox server:
o add the new
fase copy. Click
fe... select the server
Activation preference num| il host the
2 d click OK.

Servers hosting a copy of

ouben | |

servers bo
& Healthy
More options...
Cancel
Cancel
1 selected of 2 total
5. Click the Save button.
] cEnterprise  Office 365 EicD.Reid v P ~
Exchange admin center
se datat lability groups _virtual directories _certificates
' Add Mailbox Database Copy - Google Chrome - o X
A Not secure | hitps://erlab-exi erlab.lan/ecp/DBMgmt/AddDatabaseCopy.aspx?pwmcid=3&ReturmObjectType
+rsupre .
NAME A ACTIVE add ma

Mailbox database name:

xoeot Use this field o select the p—
*Specify Mailbox server:

want to 2dd the new
erlsb-en2 2 dstabase copy. C
brow: select the server
jon preference number: oy froem

2 A list, and click OK.

Senvers hosting a copy of this database:

servers b
: Healthy
More options...
Cancel

1 selected of 2 total
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6. The save operation can take several minutes to complete.

) Enterprise  Office 365 EicD.Reid v 2 v

Exchange admin center

4 Add Mailbox Database Copy - Google Chrome: - o X

‘erlab-exT.erlab.lan/ecp/DBM

7. Once done, repeat the steps in this section for any other databases you have.

Change Virtual Directories

Since we have multiple Exchange servers we want to change the Internal and
External URLs for the following Exchange virtual directories: ECP, EWS, MAPI,
ActiveSync, OAB, OWA, and AutoDiscover (done via Exchange Management Shell).

We will be replacing the server name in the URLs with the following:

mail.domain.com/... (make sure not to change anything other than the server
name.
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1. Click on Servers then Virtual Directories. Then edit each of the highlighted

entries below. I'll show the first one as an example.

Exchange admin center

A SERVER vPE VERSION LAST MODIFIED TIME

selected of 16 total

2. In the picture below we want to remove the part of the URL that is underlined.

Exchange admin center

1 oups virtual directories cert
4 Virtual Directory - Google Chrome - o X

A Not secure | hitps://erlab-ex1.erlab.lan,

All servers
Al ecp

»general

Server.

fertab-ext

Server version
[Version 15.1 (Build 15313)
Website:

[Defauit web Site

Last modified time
[172072019 952 oM

Internal URL:
servers /

hitps/erlab-exT.erlablan/eco

Extemal

Save Cancel

1 selected of 16 tota!
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3. Enter the same URL for the Internal and External URLs. Then click Save.

1) Enterprise  Office 365 - 2?2~

Exchange admin center

ps_virtual directories

rtual Directory - Geogle Chrome - o x
AN ] 1#ips://erlab-ex1.erlablan,
t Al servers
ty Al ec|
SRR e » gel
ecp (Default Web Site)

4. Once those are done, open Exchange Management Shell and enter the
following command and review the output: Get-ClientAccessService | fl
autodiscoverserviceinternaluri

Pw Machine: erlab-ex1.erlab.lan

‘Get-ClientAcc

»Set-ClientAcc
r.x 1

t-ClientAccessService

ernalUri : | /mail.erlab.c

ernalUri : F f/mail.erlab.com
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5. Next, use the following command to set the URL for both servers. Command:
Set-ClientAccessService -ldentity servername -AutoDiscoverServicelnternalUri
https://fqdn-you-use/Autodiscover/Autodiscover.xml

5 Machine: erlab-exl.erlab.lan - ] X

»Get-ClientAccessService

»Set-ClientAccessService
xml

t-ClientAccessService
xml

»Get-ClientAccessSer

ernalUri : F

ernalUri :

6. Once you have done that for all your services, run “Get-ClientAccessService | fl
autodiscoverserviceinternaluri” again and verify the changes.

5 Machine: erlab-exl.erlab.lan - ] X

»Get-ClientAccessService fl autc

iceInternalUri : htt

iceInternalUri : htt

t-ClientAccessService
xml

t-ClientAccessService

ernalUri : t

DNS Round Robin
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Normally, you put your CAS servers behind a load balancer, but for my lab I’'m just going to use
DNS to Round Robin between the servers. | may come back later and add some kind of load
balancer. In order to do the round robin with DNS, you just need to open DNS and add the

same “A record” for each server. Just change the IP Address on each record.

e nmEbcz Hm i @&

2 QNS Name Type Data Timestamp
v B ESLAB‘DCI ﬁ—l(same as parent folder) Start of Authority (SOA) [4], erlab-dc1.erlab.lan., h.. static
v | Forward Lookup Zones

E—I (same as parent folder) MName Server (N5) erlab-dc2.erlab.lan. static
= . .

- erlab.com
21 erlab.lan

Hast (4) 10.10.20.31 static

Al Fevelse Lookup Zones )
Host (A) 10.10.30.32 static

7| Trust Points
| Conditional Forwarders
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