How To: Windows Servddpdate Service

This document walks throughstalling Windows Server Update Service (WSUS). This feature is
used to have a central update server for your network. It allows your computers and servers to
update from a locaserver rather than all of them downloading from Microsoft servers.

The following process will be completed on a Windows Server 2016 server that is a member of
our lab domain.Also, | have added a second hard disk drive to this server. It will be used to
store the Windows updates as they become available.

Add Windows Server Update Service Role

1. Click Start, Server Manager.
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2. On the Server Manager window, click Add roles and features.

F_. Server Manager

Server Manager * Dashboard Manage Tooks  View  Help
Dashboard WELCOME TO SERVER MANAGER
i Local Server
#& All Servers - . . o
= o Configure this local server
B§ File and Storage Services b
QUICK START
2 [Add roles and f [
3 Add other servers to manage
WHAT'S NEW "
5 cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles:1 | S

< groups:1 | Serv A
Services
@ Manageability @ Manageability
Events Events
Performance Services
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BPA results
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f&a Add Roles and Features Wizard - (m] X
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WS All Seny

&3 File an Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

hosting a website.

To remove roles, role services, or f

Start the Remove Roles and Featu
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard, Hide
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default
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4. On the Select installation type, click Next.
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Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

| Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous Cancel |
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5. On the Select destination server, click Next.
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Select destination server

Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool

_) Select a virtual hard disk

Server Selection

Server Pool
Filter: ‘ ‘
Name P Address Operating System
erwu01.erlab.lan Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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6. On the Select server roles, check Windows Server Update Services.
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Server Manager * Dashboard

Manage Tools
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& Add Roles and Features Wizard

Server Roles

Select one or more roles to install on the selected server.
Roles

|| Active Directory Federation Services

[] Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

1] File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

[] Volume Activation Services

Web Server (IIS)

] Windows Deployment Services

P o s =

[] Windows Server Update Services |

DESTINATION S
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Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

BPA results Performance
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7..0n the Add features required dialog,

Server Manager * Dashboard

click Add Features.
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Select server rol

[ Add Roles and Features Wizard

Add features that are required for Windows Server
Update Services?

You cannot install Windows Server Update Services unless the
following role services or features are also installed.

4 NET Framework 4.6 Features
ASP.NET 4.6
4 WCF Services
HTTP Activation
4 Remote Server Administration Tools
4 Role Administration Tools
4 Windows Server Update Services Tools
APl and PowerShell cmdlets
[Tools] User Interface Management Console
4 Web Server (IIS)
4 Management Tools
4 IS 6 Management Compatibility

[¥] Include management tools (if applicable)
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8. On the Select server roles dialog, click Next.

Manage
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Tools

View

f Add Roles and Features Wizard

Select server roles

Roles
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Select one or more roles to install on the selected server.

| Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (1IS)

Windows Deployment Services
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Select one or more features to install on the selected server.

Features

.NET Framework 4.6 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Network Unlock

BranchCache

Client for NFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

1/0 Quality of Service

1S Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server service

LPR Port Monitor

WSUS
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Description

Windows Server Update Services
allows network administrators to
specify the Microsoft updates that
should be installed, create separate
groups of computers for different
sets of updates, and get reports on
the compliance levels of the
computers and the updates that
must be installed.

Manage
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DESTINATION SERVER
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Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Cancel
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10.0n the Windows Server Update Services dialog, click Next.
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Nindows Server Update Services erwO1erablan
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DESTINATION SERVER

Windows Server Update Services (WSUS) allows d to manage the d and
installation of updates from the Microsoft Update website to the local network.

Things to note:

* At least one WSUS server in a network must be able to download updates from Microsoft Update.
Other WSUS server can get updates either from that server or from Microsoft Update.

* WSUS server-to-server and server-to-client communications should be set up to use the Secure
Sockets Layer (SSL).
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elect role services erwu1.grlabian

Select the role services to install for Windows Server Update Services
Role services Description

™ Installs the database used by WSUS
[] WSUS Services into WID.
[J SQL Server Connectivity
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12.0n the Content location selection dialog, enter the path you want to storé\firelows
updates (note that W:is my second hard disk drive on this server) and then click Next.

B

Server Manager * Dashboard @1 I onsge Tools  view hep

i Add Roles and Features Wizard - [m] X
& Dashbo,
H ~r — | +1 c ~ 1 DESTINATION SERVER
i waise Content location selection erwuO1.erabian
& Al Serv
#§ File and If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update;
downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server until you
approve them. By default, when updates are approved, they are downloaded for all languages.

[VIStore updates in the following location (choose a valid local path on erwu01.erlablan, or a

- Hide

Confi
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13.0n the Web Server Role (IIS) dialog, click Next.
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Server Manager * Dashboard

| T Add Roles and Features Wizard - o X

DESTINATION SERVER

b Server Role (IIS) aridi Gfablen

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Intemet Information Services (1IS) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

L

File and

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

nation about Web Server IIS [N

< Previous I Next > I
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14.0n the Select role services dialog, click Next.

Server Manager
fE Add Roles and Features Wizard
Localse  Select role services
All Serv

File and

» Dashboard

Select the role services to install for Web Server (IIS)
Role services

«¥
4 [V] Common HTTP Features
[¥] Default Document
[C] Directory Browsing
[C] HTTP Errors
[¥] Static Content
[C] HTTP Redirection

@1 F

Manage

DESTINATION SERVER
erwull.erablan

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to

L] WebDAV Publishing create Web-based applications
4 [] Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[] ODBC Logging
[] Request Monitor
[ Tracing
4 [V] Performance
[[] Static Content Compression
[¥] Dynamic Content Compression

0

Tools View

Hide

Local Se

All Servi
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4 [V] Security
B mss
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DESTINATION S

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 4.6 Features
ASP.NET 4.6
WCF Services
HTTP Activation

Remote Server Administration Tools

N

Windows Server Update Services Tools
APl and PowerShell cmdlets

Role Administration Tools

User Interface Management Console

Web Server (IIS)

[< Previons | | (=

Tools View
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16. Installation begins.

Server Manager *

_ f& Add Roles and Features Wizard

i waise Installation progress

View installation progress

@ sterting installation

NET Framework 4.6 Features

- @| P donsge Toos  view

Dashboard

- m}

DESTINATION SERVER
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ASP.NET 4.6
WCF Services
HTTP Activation
Remote Server Administration Tools
Role Administration Tools Hide
Windows Server Update Services Tools
API and PowerShell cmdlets
User Interface Management Console

Web Server (1IS)

Mananamant Tanle

N
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

17.\_Nhen the installation

Server Manager

_ fe Add Roles and Features Wizard

Locals¢  Installation progre
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File and
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B3 wsus
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is complete, click Close.

» Dashboard

DESTINATION S!
erwud1.ersblan

SS
View installation progress

@ Feature installation

Windows Server Update Services
Additional configuration must be performed before continuing

allation tasks

Launch Post:
WSUS Services
WID Connectivity

NET Framework 4.6 Features Hide
ASP.NET 4.6
WCF Services
HTTP Activation
Remote Server Administration Tools
Role Administration Tools
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

settings N

Export configuratio
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18.0n the Server Manager window, click the Notifications icon and then click Launeh Post

Installation tasks.

[ Server Manager

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGI

Local Server
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Configuration required for Window

Services at ERWUD
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3 Add Roles and Features

WHAT'S NEW 4 Task Details
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Hide
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@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

19.0n the Server Manager window, click the Notifications icon again to see the progress.
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20.0nce the configuration is complete, you will see a message under the Notifications icon.

e Server Manager - g x

Server Manager * Dashboard ® Manage  Teols  View  Help

o Feature installation | X

Dashboard WELCOME TO SERVER MANAGI
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BE All Servers

W File and Storage Services P
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@ Post-ceployment Configuration

uration completed for Windows Server

Update Services at ERWUO1

Ll 4 Task Details
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Hide
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Performance Services
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Configure WSUS

1. Click Start, expand Windowgiministration Tools, click Windows Server Update Services.
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@ Microsoft Azure Services
Windows Server

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit) % > 5

Windows Windows

Performance Monitor
Server Manager  PowerShell PowerShell ISE

Print Management

Resource Monitor E g e

Windows

SeTVicES Administrativ..  TaskManager  Control Panel

System Configuration
System Information A m =)
Task Scheduler Event Viewer File Explorer
Windows Firewall with Advanced...
Windows Memory Diagnostic
Windows Server Update Services

Windows Ease of Access

Windows PowerShell
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2. On the Before You Begin dialog, click Next.

Recycle Bin

51 Windows Server Update Services Configuration Wizard:ERWUO1
@ Before You Begin
Things you should do before starting this wizard

Before You Begin . Before you begin:
Microsoft Update I 1.

Is the server firewall configured to allow clients to access the server?
Improvement Program

2. Can this computer connect to the upstream server (such as Microsoft Update)?

3. Doyou have user credentials for the proxy server, if needed?

What's Next

To run this wizard again, launch the WSUS Administration Snap-in and go to Options

Cancel

8&15PM
10/11/2017

A Tldg (]

3. On the Improvement Program dialog, uncheck Yes, | would like to join the Microsoft Update
Improvement Program and click Next.

v

Recycle Bin

E Windows Server Update Services Configuration Wizard:ERWUO1
W Join the Microsoft Update Improvement Program
You have the option of joining the Microsoft Update Improvement Program

Before You Begin = Help us design the next version of Windows Server Update Services. Improve the quality,
Microsoft Update e reliability, and performance of Microsoft Software.

When you opt into the Microsoft Update Improvement Program, your WSUS server will
send information to Microsoft about the quality of updates. This information includes:
How many computers are in the organization.

How many computers successfully installed each update.

How many computers failed to install each update.

This information is used to improve the quality and reliability of the updates Microsoft
provides.

None of the information collected is used to identify or contact you or your
organization.

Privacy Statement

{ '] Ves, | would like to join the Microsoft Update Improvement Program |

N

815PM
A B % 40010017 -
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4. On the Choose Upstream Server dialog, click Next.

T

Recycle Bin

E Windows Server Update Services Configuration Wizard:ERWUO1

S Choose Upstream Server

Provide the upstream server from which you want to synchronize content

-,
Microsoft Update .
Improvement Program i
CRoce L achiesin Saree @® Synchronize from Microsoft Update
Specify Proxy Server O Synchronize from another Windows Server Update Services server

Choose Languages

Before You Begin W You can choose the upstream server from which your server synchronizes updates.

Products

What's Next

816PM
A~ B % 40010017 -

5. On the Specify Proxy Server dialog, click Next.

Recycle Bin

] Windows Server Update Services Configuration Wizard:ERWUO1

WL Specify Proxy Server

P

Before You Begin g If this server requires a proxy server to access the upstream server, you can configure the

Provide proxy server settings for synchronizing updates with Microsoft Update

Microsoft Update proxy server settings here.
Improvement Program

Ch Upst Se
Q05 _pRusam Server [] Use a proxy server when synchronizing

816PM
A e o0 M
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6. On the Connect to Upstream Server dialog, click Start Connecting.

v

Recycle Bin

Windows Server Update Services Configuration Wizard:ERWUO1

I’ Connect to Upstream Server

! . Download update information from Microsoft Update

Before You Begin ."(l To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update iy your upstream server and proxy server settings and synchronize information about available

Improvement Program updates,

hooseipsteaniSener Information to be downloaded includes:
Types of updates available
Products that can be updated

o Available languages

Schedule Click Start Connecting to save and download upstream server and proxy server information.
This process might take several minutes or longer, depending on your connection speed.

What's Next

Cancel

&17PM
A T 10/11/2017 >

Recycle Bin

35) Windows Server Update Services Configuration Wizard:ERWUO1

S Connect to Upstream Server

' Download update information from Microsoft Update

To configure Windows Server Update Services on the following screens, we need to apply

ca
+ : P
oft Update g yourupstream server and proxy server settings and synchronize information about available

ement Program updates.

se Upstream Server
e Information to be downloaded includes:

Types of updates available
Products that can be updated
i Available languages
nfigure Sync Click Start Connecting to save and download upstream server and proxy server information.
Finished This process might take several minutes or longer, depending on your connection speed.
What's Next

Stop Connecting

&17PM
AN
s 10/11/2017 =
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8. Once the connection has completed, click Next.

Recycle Bin

Recycle Bin

WSUS

M Connect to Upstream Server

B

Download update information from Microsoft Update

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

e
£,
b g

To configure Windows Server Update Services on the following screens, we need to apply
your upstream server and proxy server settings and synchronize information about available
updates,

Information to be downloaded includes:
Types of updates available
Products that can be updated

Available languages

Click Start Connecting to save and download upstream server and proxy server information.
This process might take several minutes or longer, depending on your connection speed.

Cancel

AN Ede

%] Windows Server Update Services Configuration Wizard:ERWUO1

-i! Choose Languages

Select the languages for which this server will download updates

Before You Begin
Microsoft Update
Improvement Program

Choose Upstream Server

Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

el

If you are storing update files locally, you can filter the updates downloaded to your
server by language. Choosing individual languages will affect which computers can be
updated on this server and any downstream servers,

(O Download updates in all languages, including new languages
® Download updates only in these languages:

[] Arabic [ French

[ Bulgarian [ German

[ Chinese (Hong Kong S.AR) [] Greek

[] Chinese (Simplified) [] Hebrew

[] Chinese (Traditional) [] Hindi

[ Croatian [ Hungarian

[] Czech [ ttalian

[] Danish [] Japanese

[ Dutch [ Japanese (NEC)

English [ Korean [ Spanish

[] Estonian [ Latvian [ Swedish

] Finnish [ Lithuanian O Thai

<

[] Norwegian
[ Polish

[J Portuguese
[[] Portuguese
[ Romanian
[ Russian

[] Serbian (Lati
[ Slovak

[ Slovenian

Cancel

8:38 AM =
1011272017 1

8:38 AM
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10. Select the products you want to update through WSUS, and click Next.

Recycle Bin

51 Windows Server Update Services Configuration Wizard:ERWUO1

sl Choose Products

Select the Microsoft products to be updated

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Classifications
Configure Sync Schedule
Finished

What's Next

You can specify the products for which you want updates.

Products:

<

[AWindows 10 Creators Update and Later Upgrade & Servicing Drivers

Nindows 10 Dynamic Update
Nindows 10 Feature On Demand
Windows 10 GDR-DU LP
Windows 10 GDR-DU
Windows 10 Language Interface Packs
[AWindows 10 Language Packs
Vindows 10 LTSB
Nindows 10 S and Later Servicing Drivers
Nindows 10
[JWindows 2000
[JWindows 7
[JWindows 8 Dynamic Update

Category for Windows Ultimate Extras

842 AM

A om0 B

11.Select the types of updates you want to get through WSUS, and click Next.

v

Recycle Bin

WSUS

%5 Windows Server Update Services Configuration Wizard:ERWUO1

Sl Choose Classifications

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Configure Sync Schedule
Finished

What's Next

Select the update classifications you want to download

You can specify what classification of updates you want to synchronize.

Classifications:

Il Classifications
Critical Updates

Definition Updates

Driver Sets
Drivers
Feature Packs
Security Updates
Service Packs

Upgrades

All classifications, including classifications that are added in the future.

[

17

Cancel

8:44 AM
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12.Choose when you want to have WSUS check for updates from Microsoft, and click Next.

v

Recycle Bin

5] Windows Server Update Services Configuration Wizard: ERWUO1
W setSyncSchedule
Configure when this server synchronizes with Microsoft Update

Before You Begin 2 You can synchronize updates manually or set a schedule for daily automatic
Microsoft Update L 4 synchronization.

Improvement Program

Choose Upstream Server

Specify Proxy Server O Synchronize manually

e Taoe @ Synchronize automatically
Choose Products
Choose Classifications First sync 3:00:00 Y

e Synchronizations per day: |1 v

Finished

' Note that when scheduling a daily synchronization from Microsoft Update, the
What's Next synchronization start time will have a random offset up to 30 minutes after the specified
time.

N

Cancel

8:47 AM
A B 4010007 B

Recycle Bin

% Windows Server Update Services Configuration Wizard:ERWUO1
M Finished

Finished initial configuration of your server

Administration Console or start the initial synchronization.

Before You Begin g' You have now finished configuring your WSUS server. You can go on to launch the WSUS

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications Begin initial synchronization
Configure Sync Schedule

The initial synchronization with Microsoft Update or your upstream server can take
some time. The length of the initial synchronization depends on the number of
What's Next products, update classifications, and languages you have selected, as well as the speed
of your Internet connection.

Cancel

843 AM
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14.Click Finish.

v

Recycle Bin

Windows Server Update Services Configuration Wizard:ERWUO1

B What's Next

| &

Before You Begin

Microsoft Update
Improvement Program

Next steps to get your WSUS Server integrated into your environment

Next Steps: To fully configure your system, you should explore the following topics:

1. Using SSL with WSUS

Choose Upstream Server 2. Create computer groups

Speaty oy Setver 3. Assign computers to groups using Group Policy
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

4. Configure auto-approval rules

Cancel

8:48 AM
A~ =% 01272017 8

%] Update Services
] File Action View Window Help
&= 25 BE
5 A |ewm
Use this snap-in to quickly and reliably deploy the latest updates to your computers. O Search...
Remove from Console
To Do Import Updates...
Your WSUS server currently shows that no computers are registered to receive updates. View

i
(@ 289 new products and 11 new classifications have been added in the past 30 days. T

Refresh

Overview Help
Computer Status Synchronization Status
Computers with erro v, Status: Synchronizi
Computers needing updates: - ng: 10%
ed/not Stop
Synchroniza
tion
Last synchronization: 10/12/2017
7:53 AM

Last synchronization result: Succeeded

Updates needing files: 0

Server Statistics Connection
Unapproved updates: 960 Type: Local/SSL
Approved updates: 0 Port: 8530
Declined updates: User role: Administrator
Computers: Server version: 10.0.14393.1715

Coamniter arniine:

8:50 AM
A B 010007 B
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16.Now you can see that the server has completed its initial sync and has been syncing for the
pastweek or so

5] Update Services - = =
-ﬁ‘ File Action View Window Help —=

Recy = -

= R A Reallall 7 llo:

5] ERWUOT - ~ | ERwuo1 .
%:9 Use this snap-in to quickly and relisbly deploy the latest updates to your computers.
T 3 Search.
Remove from Console
ToDe Import Updates...
A4, 438 security updates are waiting to be approved. View »

/44 781 critical updates are waiting to be approved. Mew Window from Here

(i) 294 new products and 11 new classifications have been added in the past 30 days. 5 Refresh
View products and classifications —
H Hep
Ovwerview
Computer Status Synchronization Status
Computers with errors: Status: Idle
Computers needing updates: 1 Synchronize
Computers installed/net Now
applicable: Last synchronization: 1073072017
3:03 AM
Last synchronization resultt Succeeded
Update Status Download Status
Updates with errors: Updates needing files: 0
Updates needed by 236
computers:
Updates installed/not &
applicable:
Server Statistics Connection
Unapproved updates: 72743 Type: Local/SSL
Approved updates: 0 Port: 3530
Declined updates: 464 User role: Administrator
Computers: 4 Server version: 10.0.14393.1715
Combuter arouns: 0 s

Configure GPO faWindowsUpdates

This section walks you through creating a GPO that can be applied to your computers OU. We
will sethow updates are applied, the update schedule, and the URL for the WSUS server.
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1. Onyour DC, open Server Manager.

[ Server Manager

Server Manager * Dashboard

o
"
=

I FA Manage Tools View Help

WELCOME TO SERVER MANAGER

0 Local Server

@ Al Servers - -
- o Configure this local server
sl ADDS -
18 DHCP QUICK START
2 DNs 2
ii File and Storage Services b 2

WHAT'S NEW ,

4
LEARN MORE

ROLES AND SERVER GROUPS

Server groups: 1 | Server

il aDDs 1 {8 DHCP 1
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

2. Click Tools, Group Polisfanagement.

e Server Manager

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server
All Servers
AD DS

13 DHcp

DNS &

o
]
W§ File and Storage Services b 3

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

1 | Servers

i§l ADDs 1 §§ DHcP

a Configure this local serv|

Cloug Group Policy Management || R

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

iSCSl Intiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

@ Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

Services

System Configuration
System Information
Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell

WSUS 21
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3. Expand your Forest and Domain as seen below.

& Dashboard

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

- @ | I'A Manage

Tools View Help

s Default Domain Policy
5 Demain Controllers

ﬂ Forest: edab lan

2] er-computers
1 er-groups

2| er-servers

2| er-users

7 Group Policy Objects
% WMI Filters

3 Starter GPOs

g% Group Policy Modeling
) Group Policy Results

i Local Server \& Group Policy Management — [m] x®
ii All Servers J—;; File Action View Window Help -8
i@l ADDS e |mdHm

18 DHCP 4 i Group Policy Management

sow  [armne G

g File and Storad) v 3 erlab.lan Name .

BPA results

BPA results

4. Rightclick Group Policy Objects, and click New.

Dashboard

Local Server
All Servers
AD DS

DHCP

DNS

File and Stora;

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage

Tools

15 Group Policy Management

Action View Window Help

& File

a5 6

_;é Group Policy Management |
~ A Forest: erlab.lan
v (£ Domains
~ &5 erlabilan

=/ Default Domain Policy
2| Domain Controllers
2] er-computers
3 er-groups

2 er-servers

5 er-users

5t Group Bab

% WMIFi

Group Policy Management
Contents

Name
A) Forest. edaban

Gl Starter

& Sites
§#9 Group Policy |
= Group Policy f

Back upAm.I:\?
Manage Backups...
Open Migration Table Editor

New Window from Here

Refresh

Help

|

Create an unlinked GPO

BPA results

BPA results
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5. Enter a name for your new GPO, and click OK.

=

Dashboard
Local Server
All Servers
AD DS
DHCP

DNS

2 Dashboard
i Local Server
-i All Servers
AD DS

DHCP

DNS

File and Stora:

File and Storag

Server Manager * Das

Action

& File

EEIE

|

hboard

WELCOME TO SERVER MANAGER

View Window Help

~

- ©| ['A Manage  Tools

n

'3, Group Policy Management
~ /A Forest: erlab.lan

Group Policy Management

N Contents
~ (&5 Demains =

v &g erlablan Name
si/ Default Domain Policy £\ Forest: erlab Jan
il Domain Contrd |\ cng *
2| er-computers
31 er-groups
21 er-servers stug_pohqﬁ I
31 er-users
=} Group Policy O| Source Starter GPO
& WMI Filters Pty v
] Starter GPOs

g st Conce

st& Group Policy Modeling

2 Group Policy Results

BPA results

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

BPA results

| er-computers

Enabled

{2 Group Policy Management m| X
3 File Action View Window Help -8
9| xnm clBE
/& Group Policy Management Group Policy Objects in erlab.lan
v A Forest: erlab.lan Contents | Delegation

~ [ Domains
v 3 erlablan Name GPO Status WMI Fitter Modfied
Default Domain Policy =] Default Domain Cortroller... Enabled None 10/10/2017 4:0..
| Demain Controllers [ Default Domain Policy Mone 10/11/2017 7

| er-groups
| er-servers GPO Status >
] er-users
2 Group Policy Objects Back Up...
-+ WMI Filters Restore from Backup...
L5 Starter GPOs Import Settings..
i Sites
i Group Policy Modeling Save Report...
%, Group Policy Results T
Delete
Rename
Refresh
< >
BPA results BPA results

Hide

Hide

WSUS
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7. In the Group Policy Management Editor window, expand: Computer Configuration, Policies,

Administrative Templates, Windows Components, and click Windows Update.

Server Manager * Dashboard Help

- @| FA Manage Tools  View

_ .=/ Group Policy Management Editor - a X
File Action View Help
localsd == | 217 = |HE| 7
All Serv _| Windows Color System ~ ‘ Windows Update
7 Windows Customer Experiet . — e o
AD DS %) Windows Defender Select an item to view its description.  Setting
DHCP | Windows Error Reporting _ Defer Windows Updates
DNS 7 Windows Hello for Business 1) Do not display 'Install Updates and Shut Dowr
| Windows Ink Workspace 12| Do not adjust default option to 'Install Update
File and “| Windows Installer |iz] Enabling Windows Update Power Manageme!
| Windows Logon Options 1i2] Turn off auto-restart for updates during active
| Windows Mail Always automatically restart at the scheduled
_| Windows Media Digital Rigk Specify deadline before auto-restart for updat
1 Windows Media Player ‘| Configure Automatic Updates
1 Windows Messenger Specify intranet Microsoft update service loca
| Windows Mobility Center 2] Automatic Updates detection frequency Hide
W How oW e 2] Do not allow update deferral policies to cause
1 m":"“"‘ se""’""hyAA“'Y"f Remove access to use all Windows Update fez
E Wincowe fhemote Managen) | Do not connect to any Windows Update Inten
Windows Remote Shell
iz Allow non-administrators to receive update n
| Windows Update D Jude d ith Wind Upd
3 Work Folders o not include drivers with Windows Updates
Al Settings 2] Turn on Software Notifications
Preferences Allow Automatic Updates immediate installat
v 4% User Configuration Turn on recommended updates via Automati
Policies |i2] No auto-restart with logged on users for sche v
- Preferences v < 2 i ffsctemtatdatiantali:
< > |\ Bxended { Standard /
23 setting(s)
BPA results BPA results

Server Manager * Dashboard

=/ Group Policy Management Editor - a] X
IR File Action View Help
i Llocalsdé= = | 215 T
& Al Serv | Tablet PC ~ |7 Windows Update
B ADDS | Task Scheduler : . sn‘
' 8 Windows Calendar Configure Automatic Updates etting
18 DHCP 1 Windows Color System P N Defer Windows Updates
8 DNS Windows Customer Experienc L polcy seting. (2] Do not display 'Install Updates and Shut Down' option in
5: Windows Defender Requirements: \iz] Do not adjust default option to ‘Install Updates and Shut
W§ File and | Windows Error Reporting Windows XP Professional Service Enabling Windows Update Power Management to auton
7 Windows Hello for Business z“k_ 1 ‘: A:(';“‘ Windows 2000 Turn off auto-restart for updates during active hours
7| Windows Ink Workspace gisnal s 2] Always automatically restart at the scheduled time
-| Windows Installer Description: iz Specify deadline before auto-restart for update installatic
2| Windows Logon Options Specifies whether this computer 5] Configure Automatic Updates
1 Windows Mail w;: re_cewerstec\:réty up’datdes and &) Specify intranet Microsoft updz [
ia Di r important downlo
| Windows Media Digital Rights :hr:ugh ?:e Wlndgws auatosmatlc 2] Automatic Updates detection fi Filter On A
Windows Media Player updating service. Do not allow update deferral pc Filter Options...
= zm:ows me:s?ngzr ' |i=] Remove access to use all Windc Re-Apply Filter
Sl A Note: This policy does not apply i) Do not connect to any Window
| Windows PowerShell to Windows RT. 2 Al ARt ot All Tasks >
E -a ators to res
9| Windows Reliability Analysis o ) e b ot
Windows Rermiote Manageme This setting lets you specify (i) Do not include drivers with Wir Help
= Wind Remote Shell p || whether automatic updates are || Turn on Software Notifications
 ZUICOWS BETOe e enabled on this computer. If the 2 Allow —— 4
v | Windows Update service is enabled, you must select - &
Defer Windows Updates one of the four options in the 2] Turn on recommended updates via Automatic Updates
Work Folders Group Policy Setting: 2] No auto-restart with logged on users for scheduled auto
All Settings 5 Re-prompt for restart with scheduled installations
- = Notify before .
| Preferences downloading and installing any iz Delay Restart for sche‘duled installations
v & User Configuration updates. Reschedule Automatic Updates scheduled installations
1| Policies Sidedoo
Oenbremone il When Windawe finde nindatec L >
< > '\ Extended 4 Standard/
Edit Administrative Templates policy setting
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9. Select Enable. Then configure your options. | am setting to Auto download and schedule
the install, Install during automatic maintenance, Scheduled install date to Every Saturday at
3:00am, and Install updates for other Microsoft products. Once doiak, OK.

=

Aol

Server Manager * Dashboard

& Configure Automatic Updates

Previous Setting Next Setting

Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

RS =1 Configure Automatic Updates
Local S
All 5er () Not Configured ~ Comment:
AD DS

L
DHCP [~ Debied
DNS Supported on:
File an:

Options:

Help:

Configure automatic updating:
4 - Auto download and schedule the install

The following settings are only required and
applicable if 4 is selected.

Install during automatic maintenance
Scheduled install day:

7 - Every Saturday ~
Scheduled install time:

03:00 ~

Install updates for other Microsoft products

v

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service.

Note: This policy does not apply to Windows RT.

This setting lets you specify whether automatic updates are
enabled on this computer. If the service is enabled, you must
select one of the four options in the Group Policy Setting:

2 = Notify before downloading and installing any updates.

When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install
any available updates,

3 = (Default setting) Download the updates automatically
and naotify when they are ready to be installed

Windows finds updates that apply to the computer and

>

Manage Tools

ftes and Shut Down’ option in
n to 'Install Updates and Shut
ower Management to auton
dates during active hours

t at the scheduled time
~restart for update installatic
es

pdate service location

n frequency

I policies to cause scans agai
indows Update features
dows Update Internet locatior
receive updste notifications
Windows Updates

ns

mmediate installation

ates via Automatic Updates
on users for scheduled auto
cheduled installations
installations

jates scheduled installations

>

View

Help

Apply

s

o
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10. Rightclick Specify intranet Microsoft update service location, and click Edit.

Server Manager * Dashbo

ard

- @| I’A Manage Tools View  Help

Local Sef
All Serv
AD DS
18 DHCP
& DNS
ii File and

- Group Policy Management Editor = | %
File Action View Help
L ol AN el BT
] Tablet PC B Windows Update
| Task Scheduler o - Siiti "
| Windows Calendar f:f::z ln::::e: Microsaftupdats, eting
| Windows Color System | Defer Windows Updates
| Windows Customer Experienc Edit policy settin, Do not display 'Install Updates and Shut Down' option in
“| Windows Defender Do not adjust default option to 'Install Updates and Shut
_| Windows Error Reporting Requirements: iz Enabling Windows Update Power Management to auton
1 Windows Hello for Business fs\l |EﬂSt;A/Ir\kd;3WSv>;P Zrofes;&r&al Tumn off auto-restart for updates during active hours
Windows Ink Workspace Ve e arTncowy Always automatically restart at the scheduled time
Service Pack 3, excluding
| Windows Installer Windows RT Specify deadline before auto-restart for update installatic
| Windows Logon Options Configure Automatic Updates
1 Windows Mail Description: pecify intranet Microsoft update service
1 Windows Media Digital Rights SpRcH o6 Tane v 1o Automatic Updates detection frequency |y it
- x'":w’s med'a Player host updates from Microsoft Do not allow update deferral policies to cz Filter On
i SV I OWS Aeseeliger Update. You can then use this Remove access to use all Windows Update Filter Options...
i Windowes Mabibty, Center update sesvice to automatically Do not connect to any Windows Update It Re-Apply Filte
7| Windows PowerShell update computers on your i s B o i3 e
low non-administrators to receive upda
| Windows Reliability Analysis || network. i T el All Tasks 3
A Do not include drivers with Windows Upd
7 Windows Remote Manageme "
This setting lets you specify 2 Turn on Software Notifications Hel
- Windows Remote Shell server on your network to g X a2 e
v |1 Windows Update function as an internal update J Mo Updates in
| Defer Windows Updates service. The Automatic Updates | Turn on recommended updates via Automatic Updates
Work Folders client will search this service for No auto-restart with logged on users for scheduled auto
Al Settings ”Pdm: that 3PP'Y'°;*: . Re-prompt for restart with scheduled installations
= computers on your network. :
| Preferences | Delay Restart for scheduled installations
v % User Configuration To use this setting, you must Reschedule Automatic Updates scheduled installations
| Policies set two server name values: the ™ B i -
SR ¥ || carvar fram which the Bitamatic >
< > \ Extended /, Standard /

Edit Administrative Templates policy setting

11.Select Enabled. Then in the Options section set the URL for your WSUS server and your
Statistics server. The format isttp://<FQDNof WSUS Server>:8530. Then click OK.

&

Server Manager * Dashboard

- (‘_5‘) | ['A Manage Tools View Help

All Serve
| AD DS
DHCP
DNS
File and

Set the intranet update service for detecting
updates:

[ itpi//erwu01 erlab.lan2530 |

Set the intranet statistics server:

| ttps/ferwsd1 erlab.lan:2531] |

Set the alternate download server:

{example: http://IntranetUpd01)

0 Download files with no Url in the metadata if
alternate download server is set.

Specifies an intranet server to host updates from Microsoft
Update. You can then use this update service to automatically
update computers on your network.

This setting lets you specify a server on your network to
function as an internal update service, The Automatic Updates

client will search this service for updates that apply to the

computers on your network.

To use this setting, you must set two server name values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics. You can set both values to be the
same server, An optional server name value can be specified to
configure Windows Update Agent to download updates from an
alternate download server instead of the intranet update service.

v
If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service (or
< alternate download server), instead of Windows Update, to

Cancel

Apply

| M specify intranet Microsoft update service location X
[} Specify intranet Microsaft update service location Pe——
O Mot Configured ~ COmment: ~
[
(®) Enabled
|: o
Obee hd Shut Down’ option in
S e AT Install Updates and Shut
Upported en: | at jeast Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,
+ N r Management t auton
excluding Windows RT
during active hours
o - he scheduled time
s e [ ftart for update installatic
~

e service location
quency

icies to cause scans agai
s Update features
Update Internet locatior

kive update notifications

ows Updates

diate installation

via Automatic Updates
bsers for scheduled auto
uled installations
llations

cheduled installations

>
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12. g:lose the Group Policy Management Editor.

View

Server Manager * Dashboard

- @l I'A Manage  Tools

_ =] Group Pelicy Management Editor - m]
File Action View Help
Dashboa
e A5 = El T
Local Se
| Task Scheduler Windows Update
B& All Serve | Windows Calendar
AD DS Windows Color System Select an item to view its description.  Setting A
1i | Windows Customer Experienc | Defer Windows Updates
J Bl | Windows Defender 1iz| Do not display 'Install Updates and Shut Down' option in
2 DNs | Windows Error Reporting 2] Do not adjust default option to 'Install Updates and Shut
ii File and _| Windows Hello for Business |i2| Enabling Windows Update Power Management to auton

7 Windows Ink Workspace
| Windows Installer
| Windows Logon Options
| Windows Mail
| Windows Media Digital Rights
| Windows Media Player
7 Windows Messenger
| Windows Mability Center
| Windows PowerShell
| Windows Reliability Analysis
| Windows Remote Manageme
| Windows Remote Shell
| Windows Update

| Defer Windows Updates
| Work Folders

Iy Al Settings

| Preferences
~ 4% User Configuration

| Policies

| Preferences

<

23 setting(s)

2] Turn off auto-restart for updates during active hours

Always automatically restart at the scheduled time

\iz| Specify deadline before auto-restart for update installatic
2] Configure Automatic Updates

2] Specify intranet Microsoft update service location

2] Autematic Updates detection frequency

|iz] Do not allow update deferral policies to cause scans agai
|iz| Remave access to use all Windows Update features

i2] Do not connect to any Windows Update Internet lacatior
2] Allow non-administrators to receive update notifications
2] Do not include drivers with Windows Updates

|i=] Turn on Software Notifications

\iz| Allow Automatic Updates immediate installation

2] Turn on recommended updates via Automatic Updates
2] No auto-restart with logged on users for scheduled auto
2] Re-prompt for restart with scheduled installations

iz| Delay Restart for scheduled installations

\iz| Reschedule Automatic Updates scheduled installations

[ P O T

< >

jide

, Extended / Standard /
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13.1In :[\he Group Policy Management window, rigtick your computer OU and click Link an
9EA&GAY 3 Dt hX

14.Select your GPO, and click OK.
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